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Abstract

This policy paper examines digital violence against women and girls
in Irag’s Kurdistan Region. Drawing on stakeholder consultations
facilitated through the Baghdad Women Association, SecDev
Foundation research, and a targeted review of relevant literature and
policy frameworks, the paper argues that digital violence is not a
collection of isolated incidents but a system-level challenge in which
legal, institutional, educational, and digital governance gaps
reinforce one another. It contends that the central obstacle is less a
shortage of initiatives or resources than insufficient coordination and
sequencing across interventions. In response, the paper proposes a
phased set of short-, medium-, and long-term recommendations
designed to strengthen protection, improve institutional
coordination, and embed digital safety within the Region’s broader

governance and education systems.
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ADDRESSING DIGITAL VIOLENCE AGAINST WOMEN IN IRAQ’S KURDISTAN REGION

Executive Summary

This paper has treated digital violence against women and girls in the Kurdistan Region as a system-level
problem rather than a set of isolated issues. When the legal framework, institutional arrangements,
education system, vulnerable populations, and digital governance environment are read together, a
consistent pattern emerges: each weakness reinforces the others. Legal ambiguity limits enforcement.
Fragmented service delivery pushes survivors into inconsistent or informal pathways. Limited awareness
and digital literacy mean that existing protections often fail to reach those most at risk.

What this shows is that the challenge is not simply one of capacity or resources, but of alignment. The
system is not missing individual components as much as it is missing the conditions that allow those
components to function together.

Immediate harm, access to support, That some tools and entry points already
Short-term o . .
. visibility of abuse exist and can be strengthened quickly
. How systems actually function That coordination and institutional
aim'a Medium-term o . . . .
oo together (law, institutions, services) capacity can be built and sustained
Long-term Prevention through education and That norms, institutions, and governance
J structural embedding of digital safety can hold over time

Seen in this light, sequencing is not a hierarchy of importance. It is a question of dependency. Some
reforms only produce impact when other conditions are in place. Legal reform is one example: its value
does not lie in urgency alone, but in whether it can be implemented within a system capable of
enforcement, coordination, and follow-through. Without that, even well-designed legislation risks
remaining symbolic.

This paper also sits within a wider international debate on digital violence against women, where similar
tensions appear across regions: technological change is accelerating faster than institutional
adaptation, and harm increasingly moves through systems not designed to contain it. The Kurdistan
Region reflects this global pattern, but it also has space to respond differently if interventions are
sequenced and integrated more deliberately.

At stake is not abstract policy coherence. For women and girls, it is whether digital spaces can be
navigated without fear or constant self-censorship. For institutions, it is whether response systems are
usable and trusted in practice. And for the region’s digital governance, it is whether credibility is built
through reaction, or through the ability to anticipate and respond to harm in a structured way.



ADDRESSING DIGITAL VIOLENCE AGAINST WOMEN IN IRAQ’S KURDISTAN REGION

Introduction

With the rapid advancement of technology and its integration into various aspects of life in the
Kurdistan Region of Iraqg, as in the rest of the world, technology is no longer merely a tool used or a
space detached from lived reality. Rather, it has become a mirror reflection of our societies and their
problems, and this applies equally to the phenomenon of violence against women and girls.

Despite all the positive transformations technology has brought to our world, it has also opened the
door to, and indeed facilitated, violence against women, not least through enabling perpetrators to
maintain a significant degree of anonymity. As a result, we are witnessing a continuous rise in cases of
digital violence against women, which the United Nations defines as violence committed, assisted,
aggravated, or amplified in part or in full through the use of information and communication
technologies or digital media against a person because they are a woman or girl.!

The Kurdistan Region of Iraqg is by no means immune to this
reality. On the contrary, digital violence against women and
girls has become a deeply troubling issue. In a survey
conducted by the SecDev Foundation in 2023,% 80 percent
of women in Kurdistan stated that they had been subjected
to digital violence.

Understanding and focusing on digital violence against
women and girls and its consequences is of utmost

importance today. It leads to depression, post-traumatic
stress disorders, social isolation and withdrawal, among
many other harms.3 Moreover, this immense psychological 8 out of 10 women in the Kurdistan
and mental burden inevitably results in declining  Region have faced digital violence.
performance at work, in education, and in other areas of life,
leading to job loss, withdrawal from education, and more.*

Digital violence, by its very nature, does not remain confined within submarine cables; it inevitably finds
its way to women and girls in the physical world. According to the same 2023 survey mentioned above,
21.4 percent of respondents stated that the digital violence they experienced online had already
extended into their offline lives and realities.

And insofar as the personal is political, the issue is not merely an individual one; it transcends that to
become a structural and institutional problem. Weak legislation, the absence of reporting mechanisms,
poor institutional coordination, deficiencies in internet governance, and fragile digital infrastructure

1 United Nations Population Fund. (2025). Technology-facilitated gender-based violence: A growing threat.
https://www.unfpa.org/TFGBV.

2Anwar, A. A, Farhan, W. A, & Aziz, T. (2023). Digital violence against women in Iraq. The SecDev Foundation.
https://secdev-foundation.org/wp-content/uploads/2025/06/Irag-DVAW-2023-EN.pdf.

3 Office of the United Nations High Commissioner for Human Rights. (2026). Technology facilitated gender-based violence (OHCHR
Information Sheet). https://www.ohchr.org/sites/default/files/documents/issues/women/genderandequality/2025-tool-technology-
facilitated-gbv.pdf.

41bid.
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collectively stand as barriers before women and girls and as gatekeepers preventing their entry into the
“Agora” of the twenty-first century.

This policy paper relies primarily on a number of reports submitted by an organization partnering with
the SecDev Foundation, namely the Baghdad Women Association, in addition to desk research drawing
on available sources and reports addressing the issue. It also contributes a number of recommendations
and comparative benchmarking approaches drawn from countries that have successfully implemented
effective solutions within this context.

Methodology

This paper adopts a qualitative, mixed-source research design combining primary field-based evidence
with secondary desk research. It uses an interpretive policy analysis approach to examine structural
and institutional drivers of digital violence against women and girls in Irag and the Kurdistan Region.

The empirical base draws on a set of policy and thematic materials produced by the SecDev Foundation,
alongside a series of structured meeting and policy reports generated through a SecDev-supported
technical coordination process with the Baghdad Women Association (BWA) between April and June
2025. These reports are based on multi-stakeholder meetings with partner organizations, legal actors,
psychosocial specialists, and civil society service providers, and cover discussions on case referral
systems, legal frameworks, institutional coordination, and service delivery responses to digital violence.

These materials were selected purposively based on relevance to digital violence against women,
geographic coverage of Irag and the Kurdistan Region, and analytical depth. The underlying evidence
includes stakeholder consultations, structured questionnaires, and aggregated case documentation
from service providers, alongside relevant policy and analytical publications.

This was complemented by a targeted desk review of academic literature, UN agency publications,
human rights reports, and relevant Iragi and Kurdistan Region policy and legal texts. Additional
international comparative material was included where directly relevant to digital safety governance,
violence against women and girls prevention frameworks, and platform accountability mechanisms.

Analytically, the paper applies a thematic and structural policy analysis framework. Evidence from all
sources was synthesized and organized around three core dimensions:

Q Legal and regulatory Legislative gaps, outdated provisions, and enforcement
frameworks constraints
=2
@ E ® — . Coordination mechanisms, service delivery systems, and referral
(giR) Institutional response capacity
®—0 pathways
i
Digital governance Platform accountability and technology-facilitated harms

(@
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Within this framework, the material was reviewed thematically to identify recurring patterns, structural
constraints, and institutional gaps. A light comparative lens was used to draw policy-relevant insights
from international approaches, focusing on regulatory design, enforcement tools, and survivor
protection systems rather than strict country-by-country comparison.

Ethical safeguards were embedded during the development of this paper, including anonymization of
sensitive information and aggregation of case-level data. This paper relies exclusively on secondary
access to these materials and does not involve primary data collection or direct engagement
with survivors.

Problem Landscape & Structural Gaps

International literature on public policy and governance increasingly highlights that one of the key
reasons behind the persistent failure to address complex social challenges lies in the absence of systems
thinking. This is the tendency to treat problems as isolated and discrete issues, rather than as part of
an interconnected web of social, institutional, and structural relations. Contemporary challenges can
hardly be understood or addressed through narrow, sectoral, or reductionist approaches, given the
extent to which they are shaped by deep interdependencies and reciprocal feedback loops within
broader systems.> Public problems rarely emerge from linear or singular causes; instead, they arise
from intricate institutional, legal, social, and technological entanglements, which require holistic and
integrated responses rather than fragmented interventions.®

Digital violence against women and girls is no exception to this rule. A growing body of international
scholarship and institutional analysis emphasizes that digital violence against women and girls should
be understood as a fundamentally structural and interconnected phenomenon, in which legal,
institutional, educational, technological, and governance failures reinforce one another rather than
operate independently.”#In this sense, partial or short-term reactive approaches are often insufficient
to ensure meaningful protection for women and girls unless these dimensions are addressed in a
coherent and integrated manner?®

Against this analytical backdrop, the gaps presented in this section should not be read as separate or
parallel challenges, but rather as interconnected manifestations of a broader systemic failure: namely,
the inability of the legal, institutional, and digital governance frameworks in the Kurdistan Region to
keep pace with the rapid transformations of the digital environment. Legal obsolescence contributes
to environments of impunity, which in turn weakens institutional referral and response mechanisms.
Similarly, the absence of localized digital safety tools significantly limits the effectiveness of awareness
and training programmes, which remain inaccessible to those who do not speak English or lack digital

5OECD. (2020, February 26). Systemic thinking for policy making: The potential of systems analysis for addressing global policy
challenges in the 21st century. OECD Publishing.

6 Cairney, P., Fuchs, L., & Auslender, E. (2024, December 10). A system-of-systems approach to evidence, policy, and systems change.
Paul Cairney: Politics & Public Policy. https://paulcairney.wordpress.com/2024/12/10/a-system-of-systems-approach-to-evidence-
policy-and-systems-change-for-healthier-working-environments.

7Baekgaard, K. (2025). Technology-facilitated gender-based violence: An emerging issue in women, peace and security. Georgetown
Institute for Women, Peace and Security. https://giwps.georgetown.edu/wp-content/uploads/2025/11/GIWPS-TFGBV-Report-
2025.pdf.

8 UNFPA & Australia eSafety Commissioner. (2024). A framework for TFGBV programming.
https://www.unfpa.org/sites/default/files/pub-pdf/A%20Framework%20for%20TFGBV%20Programming.pdf.

?1bid.
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literacy, meaning that even well-designed initiatives fail to reach those most at risk. At the same time,
the exclusion of vulnerable groups, including displaced women and women with disabilities, from both
legal and digital infrastructures further deepens patterns of exclusion and unequal protection.

Accordingly, this section examines the landscape of the problem and the main structural gaps related
to digital violence against women and girls in the Kurdistan Region of Iraq as interlinked components
rather than as isolated issues.

1. Legal and Policy Gaps

The legal framework governing cybercrime, including offences that fall under the umbrella of digital
violence against women, is clearly lagging behind the realities of the current digital environment. The
Misuse of Communication Devices Law No. 6 of 2008 serves as a key illustration of this challenge, as
it is now more than seventeen years old as of 2026, a period during which technology, communication
patterns, forms of violence against women, and, more recently, the artificial intelligence revolution
have undergone fundamental transformation.

This temporal mismatch between legislative development on the one hand and the rapid evolution of
the digital environment on the other has produced a clear regulatory gap, whereby legislation
increasingly trails technological change. Existing legal provisions do not sufficiently reflect the new
complexities of digital violence, such as cyber extortion, online defamation, platform-based stalking,
deepfake technologies, and violations of digital privacy. Many of these acts are still addressed only
indirectly or partially within broad legal provisions, without precise definitions or specialized legal
classifications that account for the specific nature of violence against women in digital spaces.

In addition, the legal framework continues to suffer from limitations in distinguishing between different
levels of legal intervention. There is often no clear separation between substantive law,* which defines
the nature of criminalized acts, and procedural frameworks,*? which regulate reporting mechanisms,
investigations, prosecution processes, and protection measures. This overlap or ambiguity in roles
creates practical implementation challenges and weakens the effectiveness of the legal system in
responding to cases of digital violence.

Within this context, certain community-level contributions emerging from Baghdad Women
Association’s consultative meetings with local stakeholders in Kurdistan (including calls to “add
enforcement mechanisms” to existing laws or demands that executive bodies such as the Ministry of
Education “criminalise” certain behaviours) reflect a broader gap in understanding the institutional
architecture of law. However, these observations should not be interpreted as individual shortcomings,
but rather as indicators of limited specialized legal awareness and weak communication between
advanced legal knowledge and lived community experience.

Accordingly, one of the core challenges lies not only in the inadequacy of legal texts themselves, but
also in their limited alignment with social and technological realities, as well as the weak integration
between legislative, policy, and institutional frameworks. This situation produces a fragmented legal

10Kurdistan Region — Iraq. (2008). Law No. (6) of 2008 on preventing the misuse of communication devices in the Kurdistan Region.
Dorar Al-Iraq for Legal Texts and Documents. https://wiki.dorar-alirag.net/iragilaws/law/21005.html.

1 Cornell Law School. (n.d.). Substantive law. Legal Information Institute. https://www.law.cornell.edu/wex/substantive_law.

12 Cornell Law School. (n.d.). Procedural law. Legal Information Institute. https://www.law.cornell.edu/wex/procedural_law.
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environment that limits the system’s ability to provide effective and comprehensive protection for
women and girls in both digital and physical spaces.

In light of this, the need is not limited to partial legislative amendments but extends to a comprehensive
review of the legal framework governing digital violence. Such a review should ensure the updating of
definitions, the introduction of dedicated legal provisions for the protection of women and girls, the
clarification of institutional mandates, the strengthening of enforcement mechanisms, and their
integration within a coherent digital protection policy framework that keeps pace with rapid
technological change.

2. Institutional Fragmentation & Response Capacity Gaps

The absence of structured frameworks and formal referral pathways for cases of digital violence against
women and girls continues to represent a significant challenge and a critical gap in ensuring an effective
response for survivors.

Despite the adoption of Law No. 8 of 2011 (Combating Violence against Women),*3 the lack of a unified
and coherent system for addressing cases of violence against women and girls, including mechanisms
for receiving and processing complaints, has not only undermined the effectiveness of existing services,
but has also negatively affected women’s and girls’ awareness of these services and their trust in service
providers. In the consultative meetings conducted by the Baghdad Women Association with local
stakeholders, respondents identified several key barriers. First, a lack of awareness regarding available
services and their providers. Second, even when such services are known, fear of social stigma and
public exposure discourages survivors from reporting their experiences. Four out of seven partners
identified the absence of a clear referral system as a primary constraint.

In this context, pre-consultation questionnaires with local partners further indicated that out of the 12
cases handled by the Baghdad Women Association during the second half of 2025, only six were
processed through formal referral mechanismes.

Some local stakeholders also attributed these challenges to the lack of adequate knowledge and
training among those dealing with such cases, whether within civil society organizations or
governmental institutions. This highlights another critical issue related to victim-blaming practices,
often driven by insufficient understanding of the needs of women and girls and the specific dynamics
of digital violence against them.

In this regard, research conducted by SecDev Foundation illustrated these dynamics clearly.’* One
activist who had been subjected to the malicious use of her images online reported that when she
contacted the 119 hotline, she was advised to “take the matter lightly” and told that “there is nothing
wrong, you should expect such things when you post your pictures online, and you should not
overreact.” Such responses reflect a lack of survivor-centred approaches and demonstrate the
persistence of attitudes that normalise or minimise digital violence against women and girls.

12 Abed, A. (2020, July 20). Gl § aonidlly deylasl] o 2Ll 12 ciin)l [Violence against women between practice and legislation in
Iraq]. LSE Middle East Centre.

4 Anwar, A. A., Farhan, W. A., & Aziz, T. (2023). Digital violence against women in Iraq. The SecDev Foundation. https://secdev-
foundation.org/wp-content/uploads/2025/06/Irag-DVAW-2023-EN.pdf.
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3. Educational System Challenges

Perhaps one of the most significant challenges facing the education sector in Kurdistan, according to
stakeholders interviewed by the Baghdad Women Association, is the limited awareness among both
students and educational staff regarding digital violence and the risks associated with technology. This
is compounded by the absence of effective policies and internal frameworks within the Ministry of
Education to address such cases, whether in terms of prevention, response, or recovery.

In addition, the education sector in Kurdistan continues to suffer from a near absence of structured
digital safety education, and to date these topics have not been integrated into school curricula.

On another level, the lack of referral systems and mechanisms to provide support for victims of digital
violence, especially in educational establishments, is clearly evident in available reports, as well as
through the interviews conducted with relevant stakeholders.

Although the Kurdistan Ministry of Education has recently expanded its infrastructure and investments
in the use of technology in education (such as teacher training programs, including an initiative to train
10,000 digital teachers in partnership with Arizona State University, building on a previous phase that
certified 2,400 educators; infrastructure development through the establishment of 100 digital
education spaces across 50 schools and the distribution of more than 1,650 computers and projectors;
as well as language support through the development of a digital education platform in the Kurdish

1516 17 it is, unfortunately, still the case that these initiatives and

language to improve accessibility),
platforms have not been effectively leveraged to disseminate even a small portion of the training and

knowledge aimed at promoting digital safety and a culture of non-violence in digital spaces.

4. Vulnerable Contexts: Camps, Displacement,
and Persons with Disabilities

Persons with Disabilities

According to the Kurdistan Regional Government, approximately 77,065 persons were officially
registered as persons with disabilities as of 2022.1® More recent local sources and relevant institutions
indicate that by 2025, the Region had registered more than 120,000 persons with disabilities.'® Despite
this, accessibility to technology remains a significant challenge facing this group.?® When it comes to

15Qasim, A. (2024, April 16). Digital School initiative empowers students in Iragi Kurdistan, reflecting UAE’s commitment to
education. Medium. https://medium.com/@miguelchi/digital-school-initiative-empowers-students-in-iragi-kurdistan-reflecting-
uaes-commitment-to-a97f9af88c1f.

16 Mayyeri, S. (2025, October 27). Digital School launches initiative to train 10,000 digital teachers in Kurdistan. HiDubai Focus.
https://focus.hidubai.com/digital-school-launches-initiative-to-train-10-000-digital-teachers-in-kurdistan.

7 UNESCO. (2020, May 10). UNESCO, the Ministry of Education of the Kurdistan Region and the European Union continue to reach
out to students at home for learning never stops. https://www.unesco.org/en/articles/unesco-ministry-education-kurdistan-region-
and-european-union-continue-reach-out-students-home.

18 Human Rights Watch. (2024, June 4). Iragis with disabilities excluded from jobs: Persistent failure to ensure right to work; quotas
unfilled. https://www.hrw.org/news/2024/06/04/iraqis-disabilities-excluded-jobs.

19Shafag News. (2025, May 12). Kurdistan’s people with disabilities suffer as political gridlock continues.
https://shafag.com/en/Kurdistan/Kurdistan-s-people-with-disabilities-suffer-as-political-gridlock-continues.

20 Center for Gender and Development Studies (CGDS), American University of Irag, Sulaimani (AUIS). (2021). Challenges to access in
Kurdistan-Iraq [Newsletter article]. World Disability and Rehabilitation Professionals Association (WDRPA).
https://auis.edu.krd/CGDS/node/726.
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digital violence, particularly violence targeting women and girls with disabilities, this issue has received
little attention within either academic or public discussions in the Kurdistan Region of Iraq. To date, it
remains insufficiently examined, leaving us without even a clear understanding of the scale or nature
of the challenges faced by these groups.

Digital Violence Against Women in Camps and Displaced Communities

Refugee and displacement camps often carry a particularly heightened level of vulnerability, where risks
related to violence against women not only persist, but frequently intensify and become more
pronounced. In 2025, a report by the Euro-Mediterranean Feminist Initiative found that six in ten Iraqi
women (63.2%) stated that conflict and displacement had directly contributed to the worsening of
violence against women and girls.?! In situations of displacement or refuge, women are exposed to
additional risks stemming from insecurity within camps and the absence of effective protection
mechanisms.?? If accessing assistance is already difficult under ordinary circumstances, it becomes far
more arduous in camp settings, where obtaining support can itself become an overwhelming challenge.

In the latest figures from the Kurdistan Regional Government, there were 91,892 camp residents, in
addition to 171,257 internally displaced persons living outside camp settings.?

Despite this, and unfortunately, the currently available information on the digital violence faced by
women and girls in camps and displaced communities in the Kurdistan Region remains insufficiently
studied, both quantitatively and qualitatively. This lack of comprehensive understanding further
complicates women’s and girls’” access to justice and protection from violence, including digital violence.

5. Governance, Innovation, and Digital Sovereignty Gaps

Harnessing Technology to Combat Digital Violence

Despite the wealth of reports, studies, and stakeholder engagements, there remains a glaring gap in
how technology itself is leveraged to address digital violence against women and girls in Kurdistan. Most
discussions focus on risks or governance, but rarely do we see a direct focus on how open-source
technologies, particularly lexicon-based Al tools, can be harnessed to detect and counteract online
abuse (such as hate speech, harassment, or doxing) through automated systems. This omission
represents a missed opportunity to turn technology from a risk into a vital part of the solution.

Lack of Localization Efforts

Another critical shortfall is the glaring absence of localization initiatives. When we examine open-source
tools available for public contribution (e.g. Bitwarden), we see that languages spoken in Kurdistan, such

21 Euro-Mediterranean Feminist Initiative, & Regional Observatory on Violence against Women and Girls. (2025). Fact sheet:
Violence against women and girls (VAWG) in the Republic of Iraq and the Kurdistan Region of Iraq (KR-1). https://www.efi-
ife.org/ar/pdf/fact-sheet-violence-against-women-and-girls-vawg-in-irag-and-the-kurdistan-region-of-irag-kr-i.

22 Maki, I. (2025, October). dstsludl blziwdls (£4)l Obgiuny ludly Ll iGlall Glies,S @ilbly Ll § lually sbudl dus Cainll
[Violence against women and girls in Irag and the Kurdistan Region of Iraq: Patterns, causes, awareness levels, and policy responses]
(National study). Euro-Mediterranean Feminist Initiative, Regional Civil Society Observatory. https://www.efi-
rcso.org/sites/default/files/2025-12/study_vawg_iraq_and_kr-i_2025_- arb.pdf

23 Kurdistan Region Statistics Office, Ministry of Planning, Kurdistan Regional Government. (2026, March). Population (refugees by
country of origin) [Data set]. https://krso.gov.krd/en/indicator/population-and-labor-force/population.
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as Kurdish or Arabic, are among the least represented in translation efforts. Without localized tools, the
very people who need these resources most, women and girls, are unable to access vital tools that
could empower them to protect themselves. This gap is strikingly absent from the literature and the
stakeholder reports analyzed.

Underrepresentation in Global Governance Forums

A key challenge is Irag’s limited and inconsistent engagement in global internet governance processes
such as the Internet Governance Forum (IGF),2* the World Summit on the Information Society (WSIS)
follow-up mechanisms, and the UN Global Digital Compact (GDC) consultations. While Irag has recently
begun institutionalizing engagement through the establishment of a national IGF framework,
participation in these global spaces has historically been fragmented and not visibly influential in
agenda-setting discussions. This limited level of sustained engagement contributes to a broader
disconnect between global digital governance norms and domestic legal frameworks, including those
addressing digital violence. As a result, policy development in Iraq and the Kurdistan Region has often
evolved in relative isolation from international standard-setting debates, which is reflected in the
continued reliance on outdated or incomplete legislative responses to online harms.

Taken together, these structural gaps point to a broader pattern: current approaches to addressing
digital violence in Kurdistan remain fragmented, reactive, and insufficiently integrated into both
governance structures and technological ecosystems. While isolated initiatives exist, they do not form
a coherent system capable of prevention, response, and long-term resilience. This disconnect explains
why progress remains limited despite increasing attention to the issue.

Within this context, the central challenge is not the absence of action, but the absence of sequencing
and coordination across interventions. Different parts of the system are operating at different speeds,
with legal, institutional, and educational measures often developing in parallel rather than in relation
to one another. This is why the policy response proposed in this paper is structured as a phased pathway
rather than a list of recommendations. Short-term interventions focus on immediate protection and
visibility of harm; medium-term measures focus on strengthening institutional coordination, response
capacity, and legal frameworks so systems can actually function; and long-term reforms focus on
embedding digital safety into education systems and establishing sustained national-level coordination
for a coherent and durable response.

It is important to note here that this sequencing in the upcoming section does not reflect differences
in importance or urgency across interventions. Rather, it reflects practical dependencies between
them: certain measures require enabling conditions to be in place before they can function effectively,
even if they are equally critical in principle. For instance, legal reform is placed within the medium-term
horizon not because it is secondary in importance, but because its effectiveness depends on parallel
improvements in institutional capacity and coordination. Without this sequencing, legislative change
risks remaining formally advanced but operationally weak.

24 GF Irag. (2025, September 14). IGF Irag 2025 Narrative & Impact Report. https://igfiraq.com/wp-content/uploads/2025/09/IGF-
Irag-2025_-Report.pdf.
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Policy Recommendations

These policy recommendations are designed as a multi-stakeholder effort, requiring coordinated action
across government bodies, civil society, NGOs, donor organizations, academic institutions, and
researchers. Unless all stakeholders engage collectively, the impact of these recommendations will
remain limited.

1. Short-Term Interventions (0—12 months)

Conduct a National Digital Ecosystem Assessment with Gender-Based Analysis Plus (GBA+)

An urgent first step is to conduct a comprehensive national digital ecosystem assessment for the
Kurdistan Region, using established toolkits like the USAID Digital Ecosystem Country Assessment
(DECA)®. This must be paired with a Gender-Based Analysis Plus, which accounts for intersectional
factors such as digital literacy, religion, displacement, and socio-economic conditions. The Canadian
framework for GBA+% is a global pioneer and can be adapted here to ensure nuanced insights that are
responsive to the distinct needs of women and men. Without a clear, intersectional knowledge base,
any effort to combat digital violence will remain fragmented and ineffective.

Establish Research Partnerships with Social Media Platforms

As a critical step, we must establish formal research partnerships with major social media platforms.
Companies like X provide sophisticated APIs and research tools?” that can offer deep insights into digital
violence. By forging these partnerships — supported by donor organizations — civil society, NGOs, and
researchers will gain access to critical data. This requires donor backing to ensure sustainability, making
it a vital short-term investment that will shape long-term understanding and action.

Scale Localization and Digital Safety Training for Women and Girls

As an immediate priority, we must invest in a network of volunteers to localize essential digital safety
tools into Kurdish and Arabic. In collaboration with organizations that provide free trainings to
localization volunteers (like the Localization Lab), this effort will ensure that critical open-source
resources are accessible in local languages. Simultaneously, we need to scale ongoing digital safety
training, teaching the fundamentals of online protection, to women and girls. Without localized tools,
even the best training is limited. This short-term investment lays the groundwork for sustained digital
resilience by women and girls in Kurdistan.

Platform Accountability & Content Moderation Obligations

As a short-term intervention, we must demand that major platforms operating in Kurdistan, such as
Meta and X, implement robust local accountability mechanisms. These include rapid takedown
processes for abusive content, real-time escalation pathways for survivors, and mandatory reporting of

25 Digital Development Site. (2023, July 25). What is a DECA? [Digital Ecosystem Country Assessment].
https://www.digitaldevelopment.org/about/what-is-deca.

26 Government of Canada. (2024, May 2). What is Gender-based Analysis Plus. https://www.canada.ca/en/women-gender-
equality/gender-based-analysis-plus/what-gender-based-analysis-plus.html.

27X. (n.d.). About the X API. X API Documentation. Retrieved May 8, 2026, from https://docs.x.com/x-api/getting-started/about-x-
api.
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digital violence against women and girls cases. These steps should be operationalized through formal
agreements between the platforms, the government, and civil society actors.

Harness Existing Technologies to Combat Digital Violence

As a short-term priority, we must leverage existing technologies proven to prevent digital violence
against women. For example, we should establish partnerships with organizations like StopNCII?8, which
generates unique image hashes to detect and block non-consensual imagery before it spreads online.
By integrating these technologies and training social workers, first responders, and digital violence case
handlers, we can proactively prevent harm. This short-term investment will immediately bolster digital
safety by stopping some of the most egregious, image-based abuse before it circulates.

2. Medium-Term Interventions (1-3 years)

Advocate for Legal Reforms on Digital Violence Against Women and Girls and for Survivor
Protection Legal Safeguards

A multi-stakeholder advocacy effort must be launched to amend and strengthen laws addressing digital
violence against women and girls. This effort should be anchored in structured roundtables and
dialogues between civil society, donor groups, the Kurdistan parliament, and the government. We must
introduce legal protections tailored to digital violence survivors. This includes the establishment of
digital protection orders and emergency legal measures that swiftly remove abusive content and
restrict perpetrators’ online activities. The laws must also protect survivors from victim-blaming and
ensure confidentiality in all reporting processes.

Develop a Unified Digital Support Hub for Hotlines and Service Providers

To address the fragmentation of support services, we must invest in a centralized digital hub that connects
all existing hotlines and service providers. Using open-source technology, this hub, accessible via a website
and mobile app, will serve as a single point of entry, ensuring women and girls can easily find and access
support, regardless of their location or circumstance. Alongside the tech, we will train first responders
and service providers on its use, ensuring it is intuitive, widely promoted across all communities and
sectors, and anchored by ongoing training to build confidence and reliability in the system.

Invest in Robust Documentation, Monitoring, and Evaluation Systems

To ensure effective accountability and continuous improvement, we must invest in a clear, centralized
monitoring and evaluation framework. This includes training civil society organizations, first
responders, and service providers on using open-source tools like the Engine Room and other
documentation platforms. By standardizing data collection and reporting, we will eliminate
fragmentation, allowing us to track progress, identify gaps, and adapt strategies based on evidence.
This mid-term investment will create a systematic, transparent framework for evaluating what works,
what doesn’t, and where future interventions should focus.

28 StopNCll.org. (n.d.). If someone threatens to distribute your intimate images, what do you do? Retrieved May 8, 2026, from
https://stopncii.org.
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Invest in Institutional Capacity Building Inside Government Bodies

As a mid-term intervention, we must invest in building technical and survivor-centred capacity within
government institutions. This includes training police, judiciary, and ministries on digital violence
against women, embedding digital violence specialists inside these institutions, and developing cyber-
forensics capabilities to support investigations.

Data Governance and Privacy Safeguards

We must institute strong data governance and privacy safeguards for survivors’ information. This
includes ensuring that all data collected via hotlines, digital hubs, and M&E systems is encrypted,
anonymized, and only accessible to authorized personnel. A clear governance structure must be
established to prevent misuse or over-surveillance.

3. Long-Term Interventions (3-5+ years)

Integrate Digital Safety into School Curricula

As a long-term priority, we must integrate digital safety education into the school curriculum in the
Kurdistan Region. Due to the extensive bureaucratic procedures and legal approvals required, this will
be a multi-year endeavour. It will involve close collaboration with the Ministry of Education, legislative
bodies, and teacher training institutions. By embedding digital safety knowledge from early education
onward, we will build a resilient foundation, ensuring that future generations are equipped to navigate
digital spaces safely and confidently.

Establish a National Coordination Mechanism

We must establish a national governance taskforce on digital violence against women. This multi-
stakeholder body, co-chaired by government and civil society, will coordinate all efforts, set standards,
monitor progress, and ensure all sectors (legal, educational, psychosocial, and digital) work in unison.
This will serve as the backbone for a coherent national strategy.
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