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This study examines the digital violence faced by organizations
working on women's issues in Egypt, focusing on the digital risks they
encounter due to the nature of their work. Utilizing a theoretical
framework based on vulnerability indicators and risk-related impact
indicators, a novel predictive score—The SecDev Foundation’s
Feminist Organizations’ Cyber Risk Barometer (FOCRB)'—was
developed to assess the likelihood of an organization becoming a
target of digital violence and potential mitigation measures. This tool
offers a new method to gauge potential risks by analyzing key aspects
of an organization's operational profile. The study is grounded in real-
world data from organizations operating in Egypt and includes
detailed case studies to validate and refine the framework, providing

critical insights into the digital threats these organizations face.

Keywords: digital violence, cyber threats, Egypt, women, feminism, civil
society resilience, civil society vulnerability, social backlash, women
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DIGITAL THREAT ANALYSIS OF EGYPTIAN ORGANIZATIONS WORKING WITH WOMEN

This study explores the digital risks faced by civil society organizations in Egypt, particularly those
working on women's rights and gender issues.* These organizations are often targets of digital
violence, which can include hacking, online harassment, disinformation campaigns, and other
threats. This digital violence not only disrupts their operations but also undermines their ability to

advocate for gender equality and social justice as it aims to silence them.

The research presents the Feminist Organizations’ Cyber Risk Barometer (FOCRB)® that evaluates
organizations based on two critical dimensions: vulnerability (e.g., online visibility, cybersecurity
measures) and risk-related impact (e.g.,, community engagement, advocacy influence). This
barometer draws on established practices in cybersecurity risk assessment and combines them
with feminist theories and organizational vulnerability literature. The theoretical framework of risk-
related impact and vulnerability for assessing the risk faced by women's organizations is grounded
in existing literature on civil society organizations, feminist movements, social impact assessment,
and organizational risk. By combining these indicators, the FOCRB offers a predictive model to
assess the likelihood of a feminist organization facing digital attacks driven by their work. The
FOCRB, based on these concepts, quantifies and analyzes the correlation between a feminist
organization's perceived social impact factors through a digital risks lens and its internal and
external vulnerabilities—hypothesizing that organizations making significant social changes and
whose digital resilience such as security measures and support network are low, are at a higher

risk of facing threats in the digital sphere.

The input indicators include seven vulnerability related factors: online visibility; previous incidents;
severity and personalization of previous attacks; controversial messaging; cybersecurity measures;
external support; and public perception. The six input indicators relating to risk-related impact are:
organizational reach; scope of interventions/sensitivity of target beneficiaries; effectiveness;
influence; leadership social status; and community engagement and mobilization. Each indicator is
given a value on a seven-point scale reflecting its effect on the overall risk, i.e., whether it is risk-
amplifying or risk-reducing. Finally, the Cyber Risk Barometer is calculated and interpreted through
a range of four levels: low risk, moderate risk, high risk, and severe risk. The scoring system gives
more weight to vulnerability indicators compared to risk-related impact indicators due to the more
significant effects vulnerabilities have on an organization’s risk of being attacked, compared to risks
posed by those motivated by the organization's success in achieving its feminist mandate. The sub

indicators are also interpreted through these four levels to provide insight into the potential cause

1 |n this study, feminist organizations are understood as organizations working to empower women, and hence the terms
are used interchangeably.
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of the resulting FOCRB and recommendations. For example, focus is advised to address vulnerability

factors if they are seen to be very high compared to risk-related impact factors.

This score not only assesses the feminist organization's risk of becoming a target of digital violence
but also highlights key operational areas that can be strengthened to prevent or mitigate such
threats. This practical application of the theoretical model is valuable for women's organizations,
offering actionable recommendations to enhance their resilience, safeguard the well-being of their
members, and ultimately increase their overall effectiveness and impact. As such, the main
motivation of this risk score is to identify and propose mitigation measures for organizations at

risk, to proactively reduce the threats they are presumed to face based on this assessment.

To validate this framework, this study employed a mixed method approach where 20 Egyptian
entities working with women were surveyed, of which ten were interviewed. Three of the
interviewed entities were explored as case studies to provide an in-depth understanding of their
profiles and reflect the FOCRB framework. The surveys included questions regarding the scope and
digital violence the organizations faced or perceive that they are facing because of their work. The
interviews explored the seven vulnerability and six impact indicators and a calculation of the FOCRB
score of the ten entities was arrived at. These were compared with the self-reported data through
the surveys to understand whether the score reflected the organizations’ realities. Finally, the
three case studies enabled a deep dive into the nuanced differences between the organizations

based on their mandates and reflect the framework and its accuracy in predicting digital violence.

Main Findings

For the studied organizations, the vulnerability indicators relating to the public image/perception
of the organization, the organization’s online visibility, and its controversial messaging are the
three main factors that contribute to higher vulnerability. When it comes to risk-related impact
factors, the organization’s effectiveness in changing gender dynamics and its influence on policies

are far more significant in increasing potential digital risks than the other four impact indicators.

Survey responses show that 80 percent of the entities working with women faced digital violence,
with many of them facing it on several platforms and regularly. The most encountered form of
digital violence was harassment and abusive messages online on the various social media
platforms, followed by threats and intimidation accusing the organizations of defying religion or
breaking social norms. This was expected since the organization's mandate was almost always

aimed at changing the gender power dynamics in the society in favour of women’s equality.

The interviews zoomed in on half of the surveyed sample, exploring the nuances of their profiles
and the types and mechanism of digital violence they face, if any. The interviews reflected the
vulnerability-impact framework in the question and probed representatives from the organizations
to further explain their responses in the surveys. It was interesting to note that some organizations

had downplayed their experience with digital violence, but when seeing them through the lens of
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the framework realized they are indeed quite vulnerable to risk and even asked for help. Even the
one organization that had reported to never have been subjected to digital violence in the past
realized that it had, though to a much lower degree compared to the rest of the studied sample.
Understanding the context of civil society and in particular feminist organizations in Egypt, it was
expected that all organizations are at risk—hence having the lowest point of the barometer at one

not zero, although at varying degrees.

The interviews also showed that there are outliers such as organizations whose mandates include
political issues and not just women’s empowerment. This significantly increased their risk even
though not related to the feminist cause. The intersectionality of the organizations’ various
objectives makes it difficult to establish direct causality, but correlation was evident. Another
finding was the difference between organizations that have solely a digital presence compared to
those with women-empowerment activities on the ground, including legal support and political
advocacy. It was found that organizations with a purely digital mandate are much more exposed

to digital violence considering their higher visibility and engagement in the virtual world.

Another interesting finding was regarding the profiles of the women leaders affiliated with the
various women’s organizations. Three main categories emerged: organizations with no publicly
visible figurehead, organizations with well-respected leadership with high social capital, and
organizations with controversial leadership whose names impact the public perception of their
organizations. It was interesting to note that digital-based organizations often work without
exposing the persons behind the organization and they are usually composed of young female
activists who are quite comfortable with social media tools. This comfort, however, did not always
reflect the deployment of digital security measures or digital safety knowledge, but they did

compensate for it through having external support with global tech companies such as Meta.

The second category represents well-established women organizations with history and
recognition. Some of the figureheads or founders of these organizations were even instrumental
in the country’s feminist movement across the decades and have enough social capital to ensure
protection and rally support. This does not mean that they did not face digital violence. It means

that they enjoyed a level of protection the other two categories didn’t.

The third type was the most unfortunate in that not only were the organizations subject to digital
violence, but their leaders personally were harassed, intimidated and in some cases viciously
attacked using various digital tools. The question of which impacted the other—the organization’s
mandate exposing the leaders to violence or the other way around—was answered by exploring
the history of the leaders and comparing them with the organizations’ profiles. It was deduced that
it is because of the organizations’ work and the fact that these women were the faces of the
organizations, that they were attacked. This was validated by responses from the first category
where the women leading the organizations made conscious decisions to remain anonymous as

much as possible.
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While this study excluded digital violence by the state or political parties, it must be clarified that
it was not possible to distinguish organized attacks against feminist organizations that were
motivated by the public backlash from those who were politically motivated. It was clearer when
the culprits were known, such as a religious influencer who featured in almost all of the
testimonies, or telegram groups of hundreds of men who took it upon themselves to be the
guardians of morals in the society. However, as the nature of digital violence dictates, it is easy to

hide behind pseudo names and fake accounts.

Another significant finding was relevant to the external support organizations may or may not have
to provide them with a level of protection when they face digital violence. It was clear that while
many women organizations have joint efforts such as the advocacy towards issuing a unified law
criminalizing violence against women in Egypt, they do not have a peer-to-peer support system or
established protocol of collaboration when any of the organizations come under attack. It seemed
that they worked in silos in terms of their organizational resilience and survival, but that they

worked together in terms of a general public mandate.

This finding was related to another finding regarding the ability to engage and mobilize the
community, which was one of the risk-reducing impact indicators. The question was whether the
feminist organization can lobby support, engage its own target community in its activities and
generate interest. However, the narrower their base, the less significant this support becomes as
digital attacks come from beyond their target community and are heavily dependent on the public

perception of the organization.

Finally, in terms of ranking the organizations from most to least at risk based on the FOCRB scores,
it was evident that organizations with digital mandates were most at risk, and this was aligned with
the survey results of the self-reported data. This was followed by organizations that had
controversial visible leadership, and at the top of the scale were more established organizations
with a more generic mandate, wider scope and activities on the ground. There were two outliers
in this ranking that differed from the self-reported data in the surveys. One was an organization
whose mandate included political issues, which brought on trolls and organized campaigns and
extended to physical harm on the ground. The other was an organization whose mandate centred
more on uncontroversial literary issues, yet its posts were misquoted, and it became a target due

to the spread of misinformation online.


https://daraj.media/en/egypt-the-rise-of-firebrand-cleric-abdullah-rushdy/
https://www.alhurra.com/egypt/2023/03/02/%D8%AF%D8%B4%D9%85%D9%84-%D9%88%D8%A7%D9%84%D8%B5%D8%A7%D8%B1%D9%85-%D8%A7%D9%84%D9%85%D8%B3%D9%84%D9%88%D9%84-%D9%85%D8%AC%D9%85%D9%88%D8%B9%D8%A7%D8%AA-%D8%AA%D9%84%D9%8A%D8%BA%D8%B1%D8%A7%D9%85-%D9%84%D8%A7%D8%B3%D8%AA%D9%87%D8%AF%D8%A7%D9%81-%D8%A7%D9%84%D9%86%D8%B3%D8%A7%D8%A1-%D8%A7%D9%84%D9%85%D8%B5%D8%B1%D9%8A%D8%A7%D8%AA
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Case Studies

The study included three in-depth case studies of Egyptian organizations working with women. The
organizations were selected based on their profiles to represent a range of mandates. They are:
The Women and Memory Forum (WMF), which is an example of an entity that is hardly subject to
digital violence; Women of Egypt (WoEgypt), which has the highest online visibility and the
strongest cyber-security capacity; and Superwomen, which is a smaller and purely digital

organization that is constantly subject to digital violence.

Findings from the case studies show the complex interplay between digital violence, organizational
identity, and the varying degrees of vulnerability experienced by women’s initiatives in their efforts
to promote empowerment and challenge patriarchal norms. Each organization’s unique context
shapes its experience with digital threats, revealing important insights into the broader landscape
of gender activism in the digital age that affirms the effectiveness of the Feminist Organizations’
Cyber Risk Barometer (FOCRB).

The three case studies presented a rich diversity on the continuum of vulnerability and risk.
WMF, the most influential of the three with a regional reach, faces the least digital violence even
though they have minimal cyber security. Reasons for this could be summed up in three main
factors: limited digital visibility, niche target and symbolic capital through its leadership. WoEgypt
faces violence similar to other organizations interviewed because they try to empower women and
label themselves as a “feminist organization,” a term that threatens the established power of
patriarchy and puts them in the crosshairs of hostility. Though they do have a global reach, they
have not faced severe forms of violence, such as personalization of attacks, but have had a
continuous flow of hate speech despite their strong cybersecurity measures. Their relatively less
controversial messages and the fact that they are operating primarily from outside Egypt, affords
them a level of security that other women’s organizations may not possess. Superwomen, the last
of the three case studies, was identified as the most vulnerable. The organization tackles a wide
array of socially taboo subjects, inevitably inciting backlash from various misogynistic groups and
individuals. The young age of their organization and their staff, and their local impact as a sub-
national organization, further exacerbate their vulnerability. Superwomen has been subjected to
all forms of digital violence, enduring some of the most severe attacks aimed at silencing their
voices. Nevertheless, they have persevered by implementing stricter security measures, seeking

external support, and adapting their content to navigate these challenges.


https://wmf.org.eg/en/
https://womenofegyptmag.com/
https://www.facebook.com/Superwomenstory
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Recommendations

In light of the findings from this study on the digital risks faced by feminist civil society organizations
(CSOs) in Egypt, the following recommendations aim to provide actionable steps to mitigate digital

violence and enhance resilience.

These recommendations address both immediate organizational needs—such as bolstering
cybersecurity and fostering community engagement—and broader strategies to protect leaders
and establish collaborative support networks. Additionally, recommendations for future research
are proposed to deepen the understanding of digital risks across diverse organizational structures
and contexts. These insights can inform not only feminist organizations in Egypt but also serve as
a resource for CSOs worldwide facing similar digital threats, contributing to a stronger and safer

digital landscape for organizations advocating for social change.

1. Encourage women’s organizations to invest in cybersecurity tools and regular digital safety
training and advocate for donors and tech companies to support such training.

2. Advocate for a peer-to-peer support network among the NGOs, which includes exchange of
know-how, shared technical resources, and a joint response policy to engage future attacks
through a united front.

3. Support and encourage organizations to develop social media strategies to counter
disinformation and improve public perception.

4. Support and encourage organizations to develop media strategies to improve their public
perception and image in the community.

Invest in public awareness campaigns both online and on the ground.

6. Continue pushing for and advocating for the unified violence-against-women law in Egypt.

Beyond the recommendations for the feminist organizations, this study provides a strong
foundation for future research on this issue, taking into account the need for more and wider
testing of the framework. This framework could potentially be turned into an application available
for free for any organization that wishes to measure their risks of digital violence and take

measures to reduce and mitigate such risks.

10
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Civil society organizations (CSOs) and, more specifically, women’s organizations often play a crucial
role in challenging power structures and advocating for gender equality. Their perceived impact,
particularly when it disrupts social norms or challenges patriarchal structures, can attract both

support and hostility.?

In recent years, organizations working on women's issues in Egypt have increasingly become the
targets of digital violence. Such violence, manifested through hacking, online harassment,
disinformation campaigns, and threats, has been used as a tool to silence, intimidate, and disrupt
the work of these organizations.? This digital violence is compounded by aspects of vulnerability
such organizations or initiatives may have. Vulnerability here encompasses both internal
organizational weaknesses and external threats, which together influence an organization’s

capacity to withstand pressures.*

As these entities strive to address gender inequality and advocate for women's rights, their online
visibility and offline work make them especially vulnerable to digital attacks. This study seeks to
understand the dynamics of socially driven digital violence faced by these organizations and

provide a predictive model to assess the risks they may encounter.

Context and Concepts

Digital violence, also known as cyber or online violence, refers to the use of technology and digital
platforms to inflict harm, intimidate, harass or silence individuals or groups.®> For organizations,
particularly those engaged in feminist work such as advocating for women's rights, gender equality,
social justice, digital violence can have severe consequences, including reputational damage,
disruption of services, and threats to the mental and physical safety of staff members.® A 2023
study on online harassment of women human rights defenders from seven different countries,

most of which are among the Global Majority Countries,’” found that all of the women interviewed

2 Anne Marie Goetz & Jenkins, Rob, “Feminist Activism and the Politics of Reform: When and Why Do States Respond to
Demands for Gender Equality Policies?” Development and Change, The United Nations Research Institute for Social
Development (2018).

3 Sohela Nazneen, “Women's political agency in difficult settings: Analysis of evidence from Egypt, Nigeria, Mozambique, and
Pakistan,” Development Policy Review published by John Wiley & Sons Ltd on behalf of ODI, Volume 41, Issue S1 Special Issue:
Citizen Action for Accountability in Challenging Contexts, March 2023.

4 Gemma Wood, “Organizational Resilience: What it Means and its Importance to Civil Society Organizations working to End
Violence against Women and Girls,” UN Women, 2023

> Mukred, Muaadh et al., “The roots of digital aggression: Exploring cyber-violence through a systematic literature review,”
International Journal of Information Management Data Insights, Volume 4, Issue 2, 2024.

 Feminist work and by extension feminist organizations are understood in the context of this research as entities that focus
on addressing the systemic inequalities and discrimination faced by women in various aspects of life, including but not
limited to legal rights, economic opportunities, health care, education, and political participation.

7 The countries studied in this report are: Palestine, Israel, Ukraine, Kenya, Nepal, Myanmar and Cambodia.
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for the study reported being victims of defamation, smear campaigns and reputational attacks

directed at both their organizations and them personally.®

In Egypt, where civil society organizations face a challenging operating environment regardless of
the nature of their work, digital violence has become an increasingly prevalent form of harassment,
often linked to broader social and political pressures.® Studies show that feminist women who work
inthe public domain either as individual influencers or as part of an organized entity face significant
digital violence that could reach blackmailing and even death threats. Women's rights
organizations face unique challenges due to the sensitive nature of their work, which often
intersects with deeply rooted gender norms and political dynamics. “Women organizations and
anything relating to feminism have recently developed a bad reputation in Egypt due to the

continuous defamation of feminists.”1°

The backlash organizations working on women’s issues face from society, whether through
individual behaviours or organized groups, is deep rooted in the dominating patriarchal traditional
values that dictate and govern social gender roles. Since 2011, Egyptian women, especially young
women from disadvantaged social and geographical backgrounds, have engaged with a wide range
of socio-cultural groups and challenged the patriarchal structure of power through their

' Women's

widespread participation in the protests and other avenues of mobilization.
participation in the public domain encouraged more women to speak out against established
patterns of violence against them and break the taboo, resulting in a public discussion on GBYV,

especially sexual violence.*?

However, every social justice initiative encounters opposition from members of privileged groups
that want to consolidate, hold onto, and grow their status and authority. Thus, progressive
initiatives aiming to alter social and economic structures, such as feminist movements, frequently
encounter resistance from society.’® The negative reactions are often exaggerated in the digital
sphere, especially on social media platforms, which by the nature of their technology, facilitate
collective attacks while providing the culprits with the safety of anonymity and the ease of taking

action from the comforts of their homes. In fact, it could be argued that backlash only occurs when

8 Maia Kahlke Lorentzen & Karina Pultz, “Online harassment and censorship of women human rights defenders,”
DanChurchAid (2023) (noedhjaelp.dk)

° Elsharkawy, S., “Whatever happened to the Egyptian road to Democracy?” The Journal of North African Studies,
28(6),1538-1557, 2023.

10 “A study on digital violence against women in Egypt,” The SecDev Foundation, Digital Arabia Network and the German
Federal Foreign Office (2023), p.19

11 Hafez, Sherine, “Bodies That Protest: The Girl in the Blue Bra, Sexuality, and State Violence in Revolutionary Egypt,” Signs:
Journal of Women in Culture and Society, Volume 40, Number 1, Autumn 2014,

12 Zaki, H. A., & Abd Alhamid, D. (2014). Women as fair game in the public sphere: A critical introduction for understanding
sexual violence and methods of resistance.

13 Flood, Michael; Molly Dragiewicz & Bob Pease, “Resistance and backlash to gender equality,” Australian Journal of Social
Issues, Vol 56 Issue 3 (September 2021) 393-408
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the socially dominating groups perceive imminent risk to the status quo, therefore it is a sign of
success of the women’s organizations and their impact on the community at large. This is why this
study considers indicators of impact of the organizations in question, as triggers of the potential

backlash they receive online.

Impact can be defined in several ways, particularly for women's organizations operating in
constrained environments. Social impact assessments commonly focus on areas such as policy
change, shifts in public attitudes, community engagement, and empowerment of marginalized
groups.** Another nuanced understanding of impact is relevant to the leadership profiles
associated with the organizations and their social capital or status in the society. This could be seen
as a protection measure against backlash, as the public is reluctant to attack an organization whose

figurehead is considered a national treasure or a social icon.

According to the New Social Movement Theory,’> organizations perceived to be fostering
significant social change—such as by altering gender power dynamics—are often seen as more

effective and impactful, particularly in challenging patriarchal structures.®

The correlation between visibility and impact also varies. While some organizations prefer a low-
profile approach, fearing retaliation or repression, others deliberately seek visibility to maximize
their influence and legitimacy.!” Yet, organizations that remain less visible may still achieve
significant grassroots impacts, leading to a complex relationship between visibility and the
perception of social change, and consequently may also be victims of backlash and in the case of
this study, digital violence.'® In general, it is safe to say — especially in the case of Egypt as has been
established earlier — that women's organizations that actively challenge established gender norms
especially through digital advocacy, are hypothesized to be at a higher risk of backlash, including

digital violence, which has increasingly become a tool of social control and intimidation.

That being said, there are many forms of resistance or backlash to feminist movements such as
denial, disavowal, inaction, appeasement, appropriation, co-option, repression, and violence.® This

study focuses on the last manifestation, which is violence, albeit in the digital world. The impact of

1 Cornwall, A. (2016). Women's empowerment: What works? The World Bank Group.

15 NSM theories emphasize the role of identity, culture and symbolic action in movements rather than just material or
economic interests which were central to earlier social movement theories. This is why NSM theories are more apt in
understanding feminist movements and the impact they create. For more on NSM theories, please see: Buechler, Steven M.
"New Social Movement Theories." Sociological Quarterly 36.3 (1995): 441.

16 Ferree, M. M., & Tripp, A. M. (Eds.). (2006). Global feminism: Transnational women’s activism, organizing, and human
rights. NYU Press.

17 Mansbridge, J. (2022). Everyday Activism. In The Wiley-Blackwell Encyclopedia of Social and Political Movements (eds
D.A. Snow, D. Porta, B. Klandermans and D. McAdam).

18 Chenoweth, E., & Stephan, M. J. (2011). Why civil resistance works: The strategic logic of nonviolent conflict. Columbia
University Press.

1% Wiggins-Romesburg, C.A. and Githens, R.P. (2018) ‘The psychology of diversity resistance and integration’, Human
Resource Development Review, 17, 179-198.
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this violence on organizations working with women varies depending on its type and gravity, as well

as the vulnerability vs. resilience of the organization on the receiving end of this violence.

To this end, the UN Women created a practice-based resilience framework for civil society women
rights organizations including five key themes: people and communities, mission and values,
networks and partnerships, strategies and systems, and finances and resources.?° Resilience here
is defined as “The ability to anticipate, prepare for, respond, adapt to and learn from crises,
challenges and changing circumstances (both internal, external and within the context of systemic
discrimination against women and girls and marginalized groups) while remaining dedicated to
organizational mission and vision and the long-term goal of ending violence against women and

girls and sustaining feminist and women’s movements.”?!

Another measurement of civil society’s resilience or sustainability is the Civil Society Organization
Sustainability Index (CSOSI) produced by Family Health International (FHI) 360 and funded by the
USAID for the last 25 years. The Index measures the challenges to the strength and overall viability
of the CSO sector by exploring seven key components or “dimensions”: legal environment,
organizational capacity, financial viability, advocacy, service provision, sectoral infrastructure, and
public image.?? The higher the score is, the more challenges the sector faces and less sustainable
itis. For Egypt, the latest CSOSI was for 2021 at 5.4 out of 7 (as the image below shows), with the

highest challenges being the legal environment, followed by financial viability and public image.??

20 UN Women. “Organizational Resilience: What It Means and Its Importance to Civil Society Organizations
Working to End Violence Against Women and Girls.” 2024.

2L UN Women. “Organizational Resilience: What It Means and Its Importance to Civil Society Organizations
Working to End Violence Against Women and Girls.” 2024.P. 9

22 FHI360, “Civil Society Organization Sustainability Index (CSOSI)”, (2022)

23 FHi360, “2021 Civil Society Organization Sustainability Index for the Middle East and North Africa: 10" Edition — December
2022”, USAID and ICNL
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EGYPT

Population: 106,437,241

GDP per capita (PPP): $11,763

Human Development Index: High (0.707)
Freedom in the World: Not Free (18/100)

OVERALL CSO SUSTAINABILITY: 5.4
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This study builds on the UN Women framework as well as the Civil Society Organization
Sustainability Index in terms of measuring vulnerability/resilience of CSOs. However, considering
the specific mandate of this study, some factors that are common to all organizations operating in
the country are excluded and only indicators that can be different from one organization to the
other are included. Similarly, some of these indicators are considered measurements of impact
rather than vulnerability such as service provision (the CSOs ability to provide services and goods)
and advocacy (the CSOs ability to influence public opinion and public policy). Within impact
indicators themselves a distinction is made between risk-amplifying impact indicators such as ability
to empower women and change the social gender power dynamics, and protective or risk-reducing
impact indicators such as the ability to galvanize stakeholder support, and the organizational
mandate’s coherence with the public opinion. The study also provides additional indicators based

on reading from the literature and the research team’s expertise in the subject matter.

Research Scope and Methodology

The population sample of this study are non-governmental organizations and initiatives operating
in Egypt that are dedicated to or have programs focused on women’s issues across all sectors such
as empowerment, education, health, politics, etc. Some of the entities covered in this research
may not necessarily define themselves as feminist organizations or their work may not be limited
to women’s issues. Moreover, not all participants in the survey of this study were women as it

included men working in organizations supporting women.

To validate this theoretical framework, the study employed a mixed methods approach. Surveys
captured some of the self-reported impact and vulnerability indicators from women's
organizations, but more importantly the description of the digital violence they face, if any. These

surveys included both qualitative and quantitative components to ensure a holistic understanding
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of each organization’s situation. The self-reported data was triangulated with scoping interviews,
expert analysis of the research team and three in-depth case studies, in line with best practices in
social science research.?* The assumption-based approach is clearly articulated in the

methodology, acknowledging the inherent limitations of proving direct causality in social studies.?

By combining vulnerability indicators, such as organizational profile, sustainability, and geographical
reach, with impact indicators—both risk amplifying and risk reducing indicators—like policy
influence, community engagement/public discourse, and changes in gender dynamics, a Feminist
Organizations Cyber Risks Barometer (FOCRB) was designed with the aim to assess the risks of digital
violence on these organizations. The sub indicators were measured through a list of questions
where the answers were given on a 7-point Likert Scale. They then were averaged and an aggregate

of a weighted value for them was calculated through a formula to provide a final score.

As a pilot study, profiling and self-reported data was collected from 20 Egyptian NGOs, through

surveys as well as publicly available information and reports on incidents of digital violence.

Ten of these organizations were interviewed to explore the framework indicators further and have
their FOCRB calculated, and from these, three in-depth case studies of select organizations were
carried out to provide a detailed examination of their experiences with digital violence. These case
studies explored the operational profiles of the organizations, their visibility, and the specific forms
of digital violence they have encountered. Two of these cases were of women organizations that
were victims of digital violence at varying degrees, albeit differing in profiles, mandates and
operational structures. The third case study is of a women organization that despite its visibility
and activism, was hardly a victim of digital violence. The case studies explore the reasons and

factors that contribute to digital violence risks or minimize it.

The data collected from the survey and interviews were used to carry out the indicator analysis
where each organization’s vulnerability and impact indicators were mapped to assess their digital

violence risk profile using the barometer developed in this study.

The results of this framework were then validated with the research sample, and through cross-
referencing case study findings with broader data on digital violence in Egypt, to test the predictive

accuracy of the barometer.

The result of this methodology presents a validated, actionable model that can be used by
organizations to assess their risk of digital violence, allowing them to take proactive steps to

mitigate these risks.

24 Joseph A. Maxwell, “Qualitative research design: an interactive approach,” Third Edition. George Mason
University. (2012).

2> Michael Quinn Patton, “Qualitative research & evaluation methods, integrating theory and practice.” Fourth edition.
Thousand Oaks, CA: Sage. 2015
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Limitations

This is a pilot study designed to explore the possibility or feasibility of producing a novel tool for
organizations working on women’s issues in Egypt, and beyond, to assess digital risks and
implications. While the digital violence considered for this study is limited to that carried out by
the public as individuals or organized groups, digital violence inflicted by other sources, while real
and significant, was not part of this study.

Moreover, the limited sample of organizations covered in this research is due to the difficulty in
conducting research in the country in general, and the reluctance of civil society organizations,
especially those working with women to disclose information. While the results of this study cannot
be generalized, they provide strong indicators for trends and a substantial foundation for future
research. Moreover, the diversity of the sampled organizations and their differing mandates made
it hard to compare and arrive at a consistent conclusion, therefore while the findings are largely
reflective of the nature, mandate and operationality of the organizations in question, it was

important to explain outliers and effects of factors that were not accounted for in the calculations.?®

Finally, this methodology is based on sound theoretical framing and existing literature, coupled
with the vast expertise of the research team. However, there is scope for modification and
enhancement of the FOCRB down the line, especially if tested in other contexts where new

indicators may be more relevant.

Theoretical Framework: Vulnerability and Impact Indicators

This study employs a theoretical framework based on two types of indicators: vulnerability
indicators and impact indicators. This model builds on theories of risk and resilience in
organizational studies.?” The notion of organizational vulnerability aligns with the broader
discourse on resilience, which suggests that an organization's ability to absorb shocks is contingent
onitsinternal capacity and external relationships.?® Likewise, the perception of impact is subjective
but essential to social studies, where causality is often difficult to prove.?® Therefore, correlation
analysis coupled with expert deductions, self-reported claims, and contextual understanding, form

the basis of our methodological approach.

The vulnerability and impact indicators are used to create a predictive score that assesses the

likelihood of an organization facing digital violence. This score provides insights into the

%6 Such as digital violence triggered by other activities of the organizations that are not relevant to women’s issues.

27 Such as Berkes, F., & Ross, H. (2012). “Community Resilience: Toward an Integrated Approach,” Society & Natural
Resources, 26(1), 5-20. And: Gemma Wood, “Organizational Resilience: What it Means and its Importance to Civil Society
Organizations working to End Violence against Women and Girls,” UN Women, 2023

28 Adger, W. N. (2006). Vulnerability. Global Environmental Change, 16(3), 268-281.

2% White, H. (2009). Theory-based impact evaluation: Principles and practice. Journal of Development Effectiveness, 1(3),
271-284.
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organization’s likelihood of being a victim of digital violence, and equally important, aspects of its
operational profile that could be addressed to reduce or mitigate this violence as precautionary
measures. This is significant as it offers real life applicability of this theoretical model and
recommendations for women’s organizations that could potentially improve their resilience,

wellbeing of its members, and its overall impact.

Vulnerability is multifaceted, encompassing both internal organizational capacity and external
threats. In the context of this study, vulnerability indicators measure how susceptible an
organization is to be impacted by digital violence. It must be emphasized here that vulnerability
does not equate weakness in that these are factors that could potentially make the organization a

target of cyber violence, not that they are indicators of the organization's weakness.
Factors that influence this vulnerability include:

1. Level of Online Visibility (presence and engagement): High levels/effectiveness of online
activity or prominence in digital spaces may increase an organization's exposure to potential
attacks. This is measured by analyzing indicators such as: Frequency of posting, number of
platforms, number of followers, and engagement. For example, organizations that have multiple
accounts on social media and that have a significant number of followers and produce digital
content regularly have high visibility.

2. Frequency of Previous Incidents: A history of facing digital violence may indicate ongoing risks
or targeting by individuals or groups. It could be measured through the number of previous
incidents and their regularity. This history could provide indication of future risks if they were
not addressed adequately, or if the causes of previous incidents are beyond the organization’s
control. This regularity is relevant to the mandate and activities of the organizations. For
example, organizations that are constantly taking on controversial issues are likely to be
consistently attacked compared to those who do so every now and then.

3. Severity and degree of personalization of previous incidents: This is relevant to the viciousness
of the attacks including the tools used and the organizational aspects of it. For example, a
campaign against an organization on multiple platforms or the use of extreme language and life-
threatening attacks. This indicator also includes the victimization of the women working in the
organization and targeting them personally online for their role in the organization.

4. Degree of Controversial Messaging: This relates to advocacy on sensitive issues, particularly
those challenging gender norms, and changing the gender power dynamics in the society, which
can attract hostile actors. It could be measured by analyzing issues covered, and the activities
conducted. Language and tone are also considered in the content of posts and vocabulary. Also,
any policies relating to publishing and self-censorship, i.e. does the organization have a system
for publishing that requires review of language, risk assessment and approval?

5. Strength of Cybersecurity Measures: Weak or inadequate digital security systems can make
organizations more vulnerable to cyberattacks. This is identified by the digital safety knowledge
the organization’s team handling its digital presence have, the measures taken to ensure security
of the various digital platforms as well as the publishing policy of the organization including
protection of sensitive information such as identities or addresses of staff. Additionally, it is
measured by the training the staff have, the dedication of personal and financial resources to
protect the organization and its digital accounts.
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6. Extent of External Support: The organization’s ability to tap into support externally, such as
being part of a network of CSOs, having strong connections with influential bodies or individuals
in positions of power, or having the support of an international organization. Also, an
organization’s knowledge of protective laws and legal procedures and their utilization of them. It
is measured through analysis of networks, legal knowledge of available protection tools and
laws, and other supporting systems.

7. Public Perception of the Organization and its Leadership: This relates to how the organization
and/or its leadership is perceived by the local community. This determines the protection the
local community could give the organization or otherwise the likelihood of aggression from the
local community against the organization. Location, size, and financial stability of the
organization are some factors that influence this image. Also, to what extent its leadership is
considered controversial or problematic. It is measured on a scale of positivity or negativity.

Risk-related impact indicators assess the operational characteristics that influence whether an
organization is likely to become a target of digital violence based on the influence and effectiveness
of such organizations in changing the gender power dynamics in the society. A distinction must be
drawn between risk-amplifying factors, such as the ability to empower women and strengthen their
agency, and protective or risk-reducing factors, such as the capacity to rally stakeholder support
and align the organization's mandate with public opinion. It is also important to note that this is
not a measurement of the organization’s impact to achieve its mandate, but rather the extent it’s
impact is likely to be a risk factor in facing digital risks. The values given in the scaling of these

indicators reflect this distinction.

1. Extent of Reach (risk reducing indicator): The geographical reach (local, national, or
international) may influence its impact. The wider the reach is, the more women this organization
is likely to reach and therefore impact and have protection based on its reputation and
popularity. Wide reaching CSOs are likely to have higher influence and impact. Also, the more
aligned the organization’s mandate is with local needs is considered part of its reach. This
indicator measures aspects of target beneficiaries and the impact the organization has at a wider
level especially since interventions of some very specific niche organizations are likely to be under
the radar and direct compared to those that seek influencing a larger target group which requires
more public presence and messaging. Specific measurements are: number of beneficiaries, extent
of geographical coverage, alignment of work with the local community’s needs.

2. Scope of interventions/target sensitivity (risk amplifying indicator): This refers to the thematic
scope of an organization’s issues/beneficiaries the organization focuses on and the types of
interventions and services. Organizations who focus on sensitive target beneficiaries are more
likely to receive digital threats. This is measured by identifying the type of beneficiaries and their
categories as well as profiles of women engaged with. For example: women who are politically or
socially known for defying norms, or victims of sexual violence.*®

30 This depends on the context, for example: women who challenge the religious institutions are more at risk in traditional
contexts such as Egypt compared to other more open societies.
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3. Level of effectiveness (risk amplifying indicator): This is the CSOs ability to achieve its
objectives regarding the provision of services and goods and empower the women beneficiaries.
An organization that can achieve its objectives and create change on the ground for its target
group is considered to have a strong impact. This could be measured by the extent to which the
organization has contributed to the empowerment/agency of the women it serves, both
economically and socially. For example, increase in the target women’s leadership roles,
economic independence, or access to education and employment.

4. Degree of influence (risk amplifying indicator): The CSO’s ability to influence public opinion and
public policy and the prominence it has in public discourse or media, particularly in controversial
areas. This could be measured by identifying the degree to which the organization influences
existing political or social norms, particularly in relation to women’s rights. This indicator is highly
connected to the advocacy activities and campaigns the organization engages in. This is also
measured by the resonance the organization has among other communities and to what extent
it is considered leading in its area of focus.

5. Leadership’s status (risk reducing indicator): This refers to the social capital of the leaders or
the figurehead of the organization and their status in the society. Leaders who are considered of
high reputation and respected socially provide the organization a level of protection by mere
association as their history and social capital overshadows or softens the potential negative
reactions to the organization’s mandate.

6. Level of Community Engagement and Mobilization (risk reducing indicator): The CSOs ability
to engage, mobilize, and empower its target communities and stakeholders. This could be
measured by identifying increased participation in community events, protests, or campaigns,
and the growth of local women-led initiatives. It also analyzes the mandate with which the
organization was born, such as if the organization was created as a reaction to a popular
movement or cause and therefore have the buy-in socially.

Feminist Organizations’ Cyber Risk Barometer (FOCRB)®

Using the framework above, The SecDev Foundation’s research team developed the Feminist
Organizations’ Cyber Risk Barometer (FOCRB) formula based on the two types of indicators
(vulnerability and risk-related impact). The proposed theoretical framework integrates these two
key dimensions: impact and vulnerability, to assess the risk faced by women's organizations. The
hypothesis is that organizations with both high impact and high vulnerability face the greatest risk.
The relationship between these factors were assessed through surveys and scoping interviews with

women's organizations.

This barometer draws on established scoring systems in cyber security as well as in organizational
risk assessment such as the National Institute of Standards and Technology’s Cyber Risk Scoring
(CRS) and the Cybersecurity & Infrastructure Security Agency’s Common Vulnerability Scoring
System (CVSS).

The key is to quantify each factor under these categories and then combine them to provide a
predictive barometer for digital violence risk. This framework offers flexibility to adjust weights and
factor scales based on organizational specifics, but it provides a structured approach to quantifying

digital risk.
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The four potential risk categories include:

e High Vulnerability + High Risk-related Impact = High Risk

e Low Vulnerability + High Risk-related Impact = Medium Risk
e High Vulnerability + Low Risk-related Impact = Medium Risk
e Low Vulnerability + Low Risk-related Impact = Low Risk

We can represent the overall risk (R) as a weighted sum of the vulnerability (V) and risk-related

impact () indicators:
R=wvV 4+ wil
Where:

e Risthe overall Feminist Organizations Cyber Risk Barometer.
e Visthe vulnerability score, calculated based on the various vulnerability indicators.
e |is the risk-related impact score, calculated based on the impact indicators.

e wvand wi are weights assigned to vulnerability and impact indicators respectively.?!

Each of the seven Vulnerability indicators and the six Risk-related Impact indicators are given a
value on a seven-point Likert scale based on input from the organization in question and expert
observation.32 A seven-degrees scale is well established in quantitative methods as it allows for a
nuanced measurement across a range of potential values based on the principles of psychometrics
and risk assessment.?® The use of a seven-degrees scale also allows for ease of interpretation and
creates a middle score that serves as a midpoint for vulnerability and impact indicators. This
standard scale is consistent with established practice and is widely used in risk analysis including

cybersecurity risk models.3*

The value given to the scaling takes account the effect they have on the overall score and are given

an ascending or descending order accordingly.?®

31 Weights can be adjusted based on the relative importance of these two categories

32 This model assumes equal value to each of the indicators. A customized version of this barometer could take into account
that some indicators could weigh more heavily than others.

33 Allen, I. E., and Christopher A. Seaman. "Likert Scales and Data Analyses." Quality Progress 07 2007: 64-5.

34 Sanchez-Garcia, Isaac Daniel, Jezreel Mejia, and Tomds San Feliu Gilabert. 2023. "Cybersecurity Risk Assessment: A
Systematic Mapping Review, Proposal, and Validation" Applied Sciences 13, no. 1: 395.

3> The indicators’ dimensions are adaptable and can be customized according to context and sector. The scaling can also be
adjusted from 0 to 10, for example to provide more granularity and nuance understanding of the indicators’ assessments.
However, if this new scale is adopted, the overall thresholds of the risk interpretation must be adjusted accordingly.
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e Online visibility (V_1): Based on social media presence, engagement, regularity and activity level.
Scaled from Very Low at 1 to Very High at 7.

e Previous incidents (V_2): The frequency of previous digital violence incidents, responses, attitude
of perpetrators and impact on the organization. Scaled from Very Low at 1 to Very High at 7.

e Severity and personalization of incidents (V_3): The severity of digital violence incidents, direct
targeting of the women in the organization. Scaled from Very Low at 1 to Very High at 7.

e Controversial messaging (V_4): The degree to which the organization engages in advocacy on
sensitive or controversial topics, the terms and concepts it uses and the known associations it
has with controversial figures. Scaled from Very Low at 1 to Very High at 7.

e Cybersecurity measures (V_5): The strength of cybersecurity measures, policies on sensitive
information, availability of dedicated persons and their reactions to digital events, and technical
training of personnel. Scaled from Very Strong at 1 to Very Weak at 7. The scaling is reversed as
the stronger the measures are, the more protected the organization becomes.

e External support (V_6): The strength of networks and ability to tap into external help. The
knowledge of and access to legal support and any other sources. Scaled from Very Strong at 1 to
Very Weak at 7. The scaling is reversed as the stronger the support is, the more protected the
organization becomes.

e Public perception (V_7): The organization's reputation and image in the community and the
attacks/protection it might receive. This is analyzed on a scale of positive-negative perception.
Scaled from Very Positive at 1 to Very Negative at 7.

The Vulnerability Scale is calculated by the sum of the weighted 7 indicators divided by 7:

V_(v1+v2+v3+v4+v5+v6+v7)
B 7

e Reach (I_1): The extent of the organization’s coverage, e.g. neighbourhood vs nationwide and
even international. The alignment of mandate with the local community, and the number of
beneficiaries and followers. Scaled from Very High at 1 to Very Low at 7. The scaling is reversed
as the wider the reach is, the more protected the organization becomes.

e Scope of interventions (I_2): The sensitivity of issues and focus the organization has and the
types of beneficiaries it serves according to the organization’s mandate. Scaled from Not
Sensitive at 1 to Very Sensitive at 7.

e Effectiveness (I_3): The organization’s success in achieving its objectives and providing services
and its ability to create change especially through empowering women and increasing their
agency. Scaled from Hardly Effective at 1 to Very Effective at 7.

e Influence (I_4): The level of public influence, ability to change laws and policies, and advocacy
power. Scaled from Hardly Influential at 1 to Very Influential at 7.

e Leadership (I_5): The social capital of the leadership that provides protection for the
organizations and status in the public. This is a risk reducing impact indicator. Scaled from Very
High at 1 to Very Low at 7. The scaling is reversed as the higher the social capital of the leader s,
the more protected the organization becomes.

e Community engagement & mobilization (I_6): The organization’s ability to engage and mobilize
the community to take part and adopt its calls to action. This includes the organization’s
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popularity, and the community support of its mandate. This is a risk reducing impact indicator.
Scaled from Very Strong at 1 to Very Weak at 7. The scaling is reversed as the stronger the
mobilization ability is, the more protected the organization becomes.

The Impact Scale is calculated by the sum of the weighted 6 indicators divided by 6:

I_a1+iz+i3+m+w5+m)
N 6

The overall FOCRB (R) combines® the vulnerability and impact scores after adjusting them for
related weighing: V (wv) & | (wi). Given the sensitive nature of the work these organizations do—
advocating for women'’s rights, challenging societal norms, and addressing gender-based issues—
vulnerability is likely to be a more critical factor in predicting risk. Therefore, because the likelihood
of becoming a target of digital violence depends largely on how exposed and unprotected the
organization is in the digital space, Vulnerability has been given a higher weight of 0.65 compared
to 0.35 for Impact.?’

R=wv.V +wi.l

It is possible to normalize the CRS to a scale from O to 100 for easier interpretation using the

following formula to ensure the score is easy to compare across different cases or contexts.

CRS

N lized CRS = (—m
ormattze S (Maximum CRS

) 100

Normalizing the score allows comparing different entities (organizations, projects, scenarios) on
the same scale, even if their raw scores were derived from different contexts or scales. It also aids
interpretability as a normalized score provides an intuitive range, making it easy for non-experts
to understand where something falls in the spectrum of risk, impact, or performance. And finally,
normalization caters for standardization as it removes the effect of different scales or units, making

it easier to present data from varied sources in a consistent way.

However, for this study the scores were not normalized given that they belonged to the same

dataset and were calculated using the same method.

36 The additive model (R = wv V + wi |) assumes a linear relationship between vulnerability and impact, which may
oversimplify the interaction between these factors. Future applications of this score could attempt to apply multiplicative or
non-linear transformations risk models (e.g., R =V x I) to capture interaction effects (i.e., high vulnerability and high impact
could create an exponential increase in risk).

37 It is possible to assign higher weights to vulnerability or impact depending on the risk profile (e.g., vulnerability might have
more weight if susceptibility to digital violence is more important in predicting risk).
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Interpretation and Recommendations

Drawing on best practices in vulnerability and risk assessments, the scores in this study are
interpreted in a four-category range system: Low, moderate, high and severe/very high. These
ranges provide a structured, interpretable, and action-oriented framework for assessing the
degree of risk exposure and impact potential. The grading corresponds to advisable response and
dedication of resources as follows:

e Low: Limited intervention required; mainly monitoring.
e Moderate: Some measures are needed to mitigate potential risks.
e High: Significant intervention is required to prevent probable harm.

e Severe: Immediate action is necessary due to extreme risk.

These ranges allow for tiered recommendations, helping organizations align their responses and

resources proportionally to the assessed level of risk, which is a key principle in risk management.

In terms of intervals and values associated with these ranges, there are two approaches: equal
intervals and unequal intervals. While the former is easier and allows a structured progression, it
does not suit the topic of this study on digital violence against feminist organizations where the
risk increases are not merely additive but multiplicative. In this framework, the methodological
approach is to use non-linear logarithmic scaling of risk categorization, which can justify why higher
vulnerability levels signify disproportionately greater risks. This is adopted in other similar
frameworks, such as the CVSS score for cyber risks uses a non-linear interval categorization from O
to 10 where low risk is (0.1-3.9), medium is (4.0-6.0), high is (7.0-8.9) and critical is (9.0-10.0).

To derive the intervals for risk assessment of the FOCRB, a threshold value for what is considered
severe or high risk is decided. In fields such as cybersecurity, disaster management, and public
health, thresholds for "severe" risk often begin at the upper third of the scale. This approach reflects

that severe risks are a subset of the highest range, indicating the need for urgent intervention.

In this case, since the minimum value of a scale from 1 to 7 will be 1, and the maximum value is 7,
then the severity threshold could be reasonably considered in the last third of the range starting
at 5. To calculate the four intervals (low, moderate, high and severe) logarithmically or
exponentially over a range from 1 to 7, a geometric progression is used to create intervals that
increase exponentially rather than linearly. This will give each interval an increasing width, which

reflects an escalating risk as the values rise.
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Using the geometric progression equation:

Xn=a.r 1

Where

e Xnisthe value at position n,
e aisthe starting point (1 in this case),
e risthe common ratio (the exponential growth factor), and

e nistheinternal number
The last interval (severe) needs to start at 5, therefore the value of X4=5

Xs=a.r

5=1.r3

Solving forr,

r=45=1.71

With r=1.71r each interval boundary could be calculated as follows:

1. Low (1stinterval):
x1=1-1.71%=1

2. Moderate (2nd interval):
x=1-1.71'=1.71

3. High (3rd interval):
x3=1-1.71?=2.92

4. Severe (4th interval):
x4=1:1.713=5

Final intervals for the scale:

e low=1-1.7
e Moderate=1.8-2.9
e High=3-49

e Severe=5-7

Therefore, interpreting the scaling of Vulnerability, Risk-Related Impact and FOCRB scores will be

as follows:
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Interval Level Interpretation for Interpretation for Interpretation for
values Vulnerability Indicators Impact Indicators FOCRB scores>®
0.0-1.7 |Low Organizations in this range Organizations in this range Organizations with low CRB
have minimal exposure to have limited visibility or scores face minimal risk of
digital threats. They have focus on non-controversial digital violence. Their strong
robust security practices, a topics, resulting in low risk vulnerability controls and
well-managed online exposure. They operate limited impact-related
presence, and solid with a low public profile exposure create a stable risk
organizational capacity. and are less likely to be profile. These organizations
Their cybersecurity targeted for digital need only routine monitoring
measures and training are violence. and minor adjustments to
strong, and they are maintain their low-risk
generally well-prepared to standing.
handle potential threats.
1.8-2.9 |Moderate | Organizations show some These organizations have Moderate CRB scores indicate
vulnerabilities but maintain moderate influence and manageable risk. While
basic security measures. may address sensitive organizations have moderate
While they may have solid topics, which slightly vulnerability and influence,
policies, certain areas need elevates their risk profile. strengthening security
improvement, like incident They can create some protocols and improving
response and staff training. impact in the community awareness are recommended.
Moderate online visibility or but attract only occasional Increased monitoring of digital
engagement with sensitive attention. threats and improved response
topics may increase their strategies may be required,
exposure. particularly for organizations
engaging in more sensitive
issues.

3-49 High Organizations with high Organizations in this range High CRB scores indicate
vulnerability face considerable have significant influence, a substantial risk of digital
exposure to digital risks. They strong public presence, or violence. These organizations
may lack comprehensive work on contentious issues, should implement advanced
security infrastructure, increasing their risk cybersecurity measures,
adequate incident response exposure. They are visible establish crisis response
planning, or regular training, in advocacy or policy protocols, and possibly seek
and their online presence or change, which heightens external support. Their high
work on controversial topics the likelihood of becoming impact combined with notable
raises their visibility to potential | a digital violence target. vulnerabilities makes them
threats. likely targets, necessitating

proactive risk management
and contingency planning to
mitigate potential threats.
5.0-7.0 |Severe Organizations in this range Organizations with severe Severe CRB scores represent
are critically exposed to impact have extensive extreme digital risk, requiring
digital threats. They lack key influence, tackle highly immediate and comprehensive
security measures, operate controversial issues, and intervention. Organizations in
with minimal incident are prominent in public this category should prioritize
response resources, or are discourse. This level of full-scale protective measures,
highly visible online. The visibility and influence develop robust crisis
nature of their work may makes them highly management frameworks, and
make them frequent targets susceptible to digital establish strong alliances with
for digital violence, requiring violence, necessitating supportive networks. Their
urgent intervention. urgent protective actions high-profile, high-impact work
to safeguard their puts them at critical risk,
operations and necessitating sustained
stakeholders. resilience efforts.

38 More nuanced recommendations could be provided based on which sub indicators were considered problematic and this
is done case by case. However, this framework provides an excellent opportunity for organizations to review their profiles,
behaviour and policies and take measures to reduce potential risks and improve their digital resilience.
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The theoretical framework of risk-related impact and vulnerability described in the earlier section
was validated through primary data collected from Egyptian organizations and initiatives working
with women. The FOCRB, which was designed to provide a predictive model to assess the likelihood
of an organization facing digital attacks, was tested against survey responses of the 20
organizations and detailed realities of ten interviewed organizations. Three of those organizations
were then explored in depth through qualitative case studies to shed light on the how and why of

the findings resulting from both surveys and interviews.

As will be shown below, the proposed Cyber Risk Barometer, validated the correlation between an
organization's perceived social impact and its internal and external vulnerabilities to digital
violence, with actual risks. It is worth mentioning though, that a nuanced understanding of the
indicators was required to explain the differences between the actual risks the organizations faced
and its impact on their operations and standing. To reiterate, the main motivation of this risk score
is to identify and propose mitigation measures for organizations at risk, to proactively reduce the

threats they are presumed to face based on this assessment.

Survey Results

Of the 20 surveyed Egyptian entities working with women, only four organizations at 20% reported
never having faced digital violence, and the majority at 80% faced digital violence, with two
organizations facing it constantly. The most common type of digital violence was repeated abusive
messages and comments on social media platforms closely followed by intimidation and

harassment in the name of religion, culture and social norms.

Below is a chart of the different types of digital violence the organizations faced, if any.
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Types of digital violence encountered

Impersonation of a
female victim by a
man with malicious
intent, 3%

/—
Repeated abusive
messages or
comments on social
media platforms, 17% No digital

harassment
encountered,

Intimidation in the 6%
name of religion or
tradition and
accusation of defying
social norms, 16%

Harassment through
repeated contact online
and through text, 7%

Direct threats to the

institution online or

Attempts to hack the the phone, 8%
institution's social

media accounts, 13% Publishing

female
Defaming the employees'

entity or its pictures or

members to personal info,
discredit it online, 8%
11%

In the sampling of survey respondents, it was important to identify organizations or entities that
have digital media presence, with many of them having multiple social media accounts as well as
websites and some even having hotlines and WhatsApp communication services. It was interesting
to note that all surveyed organizations had Facebook accounts. The second most common

communication mechanism was an Instagram account or a publicly known WhatsApp number.

Having digital presence was a prerequisite to being surveyed as the research question explored
digital violence against organizations or entities working with women in Egypt. In terms of their
scope or coverage, the majority of the organizations were national entities. A few organizations
operated at the governorate of local regional level and five entities operated internationally: they
had presence or collaborations beyond the country. None of the surveyed organizations were

limited to the district level.

Majority of the organizations worked in protection from gender-based violence and discrimination
against women. The mandate of two organizations reported having additional mandates to the
options below, which were detailed as: arts and cinema, and civil society coordination and support.

Below is an illustration of the surveyed entities’ range of mandates.
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Organizational mandate includes...

GBV and discrimination against
women

Intellectual production, capacity
building, education, social skills

Legal rights and legal support

Economic empowerment and
entrepreneurship

Mental and physical health

Political empowerment and
advocacy campaigns

Other

0% 25% 50% 5% 100%

Findings from Scoping Interviews

Interviews with ten organizations working with women were conducted using the vulnerability
impact framework to identify their risk score and compare it to the self-reported data from the
surveys. These organizations will be referred to as 01, 02..010 to maintain their anonymity
considering the sensitivity of the topic and context.

Below, on the following page, is a table with the results based on the indicator scales:°

39 A detailed description of the indicator scales is available in Annex A.
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Org.

Description

Cumulative
Vulnerability
Score

02

An established feminist organization with a
mandate focusing on rewriting history
from a feminist perspective.

04

A virtual initiative that highlights women’s
achievements and combats stereotypes.

07

An Egyptian feminist non- governmental
organization that was established in 1984
as an informal study group. They focus on
women’s unconditional right to freedom,
equality, and social justice.

08

A non-governmental organization founded
in 1995. Their goal is to provide legal
assistance to women under the Egyptian
constitution and laws.

03

An NGO that offers legal, developmental
and psychological support services to
women.

05

A feminist publishing house that focuses
on feminist knowledge production
providing an alternative to mainstream
thought.

06

A virtual initiative that advocates for
women rights and tackles a range of critical
issues that challenge patriarchal norms.

01

A virtual initiative that aspires to establish
a safe, judgment-free society based on the
concept of citizenship and equality

010

A virtual initiative. Their goal is to
empower women to speak up and take
legal measures against sexual assault and
blackmailing crimes.

09

An NGO focused on victims of torture
and VAW

2.29

Cumulative
Impact
Score

Calculated Reported
FOCRB digital
(rounded) violence

2.6 None
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Although the use of the barometer indicated the different risk levels of the organizations, they all
agreed that women’s rights’ defenders are perceived as the public's enemy, where the term “feminist”
guarantees them being accused of corrupting women and defying religion and cultural norms. Most
agreed that there was organized trolling and some even said it was by a religious ideology based
political party. In all cases, they agreed that the use of religion to attack them is the most common
discourse used by the offenders.

Moreover, they all agreed that the level of violence fluctuates in relation to the issues they tackle. The
interviews revealed that while some face constant hate speech, some issues generated more violence
than others. For example, when O3 started a campaign exposing medical doctors’ harassment of
patients #,i,>w cudo they were taken to court by the doctors’ syndicate and accused of defaming
doctors. Similarly, when organizations respond to misogynistic messages by religious influencers who
have millions of followers, they get attacked in several forms and on various platforms, especially by
the followers of those preachers.

Specific groups were named as the most vicious of digital attackers such as “Zukrist”4% and “Al Sarim al
maslul” [delusll o)Lall]*t Telegram groups whose mandates are to discipline and punish women
activists. Their violence extended to the beneficiaries and supporters or those engaged with the posts
of the organization.

When asked about the cyber security law*?, all interviewees agreed that they do not use the legal
system because many times the case would be turned against them, and as one respondent stated,

“women issues are not a priority in our justice system.”

The majority of organizations have minimal cyber security measures; and only a few get external
support from technological organizations. However, all organizations have different strategies to
respond to attacks, with their main manoeuvring strategies being to ignore the comments or simply
block the users. One respondent stated that though they do not have a digital publication policy yet,
they maintain the use of “respectful language” and avoid being provocative, citing the example of a
Facebook group called “Ana Mama Yalla,” that intentionally fights back using offensive language and

engages with attackers to gain wider visibility and reach.

There was an obvious generational difference as the older and more established the organizations
were, the less violence they faced, even though they really did not have adequate digital security
measures. A striking example of this is when comparing O5 to the Women Memory Forum, a more
established yet less controversial women’s organization referred to in the FOCRB results table as (02).
Both work on the production of feminist knowledge and documentation yet O5 was subjected to digital
violence such as posting porn pictures in the comments section of their site and threatening them with
physical attacks.

0 This is a word play copying the term feminist and using the Arabic word for masculinity Zukora 8)_955, hence arriving at
“Zoukrist” as a rival term for feminist.

41 This group changes its name regularly, as noted by interviewees. It was originally known as “Al Seif al Maslul” J gl Call
42 A cyber security law #175 was issued in Egypt in 2018.
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https://www.facebook.com/mamyallaa/
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The three case studies presented a rich diversity on the continuum of vulnerability and risk. While
the Women Memory Forum (WMF) is the most influential of the three with a regional reach, it
faces the least digital violence even though it has minimal cybersecurity, scoring 2.6 on the FOCRB.
Onthe other hand, the Women of Egypt (WoEgypt) organization, which has a global reach, a strong
cybersecurity system, and tackles less controversial issues, scored higher at 3.6 on the FOCRB.

Superwomen was found to be the most vulnerable, scoring 4.9 on the FOCRB.

Women and Memory Forum

The Women and Memory Forum (WMF) was established in 1995 by a coalition of Egyptian women
academics, researchers, and activists who were deeply concerned about the negative
representations and perceptions of Arab women in cultural narratives. They recognized that the
dominant cultural views and images of Arab women pose significant barriers to women’s
development and the realization of their rights. The forum's long-term objective is to conduct
specialized research that produces and disseminates alternative cultural information about Arab
women, thereby empowering them and raising awareness of gender issues. Their influence has
been wide-ranging, shedding light on many women in our contemporary history. Besides their

cultural activities they also offer specialized workshops on gender issues.

WMF has limited visibility despite their multiple platforms (Website, YouTube, Facebook, and
Instagram) with a combined total of 18 k followers. In spite of the fact that in 1999, they were
criticized for invading male dominated cultural spaces as they start rewriting the history from a
feminist perspective, and participated in organizing a high profile conference to celebrate the
centenary of Qasim Amin’s book The Liberation of Women, they only faced a single digital violence
attack. They recall that this was during their online campaign “#GuardianshiplsMyRight"
(F=>_oe_Y5lI#) in 2021, where WMF launched a campaign that became the number two trend on
social media. They flooded the internet with personal testimonies about the discriminatory law
practices that strip women from many of their rights such as the right to travel, the right to manage
their children’s education amongst many other rights. The hashtag went viral and many women
shared their stories, the media picked it up, and prominent figures supported it. Nonetheless, they
got a few negative comments such as “you forgot your religion” or “you are corrupting our
women.” Furthermore, on a TV program they were accused of working for foreign agencies that
fund them aiming to disintegrate the values of the Egyptian society. However, the augmentation
of support from large numbers of women, not necessarily politicized or belonging to feminist

groups and NGO, overshadowed any criticism.

32
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https://www.bbc.com/arabic/trending-56405019
https://www.bbc.com/arabic/trending-56405019
https://www.bbc.com/arabic/trending-56405019
https://www.bbc.com/arabic/trending-56405019
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Though they have an extensive reach across the Arab World with many of their books included in
different syllabi. Generally speaking, they face very little and insignificant digital violence and as a
result, they have very limited cybersecurity measures. The only training they had was a one-day
workshop of does and don’ts, but they have no organizational technical security systems. Recently
they have appointed a communication officer responsible for all their posts and are currently

developing a policy/guideline for posting online.

There are several reasons that were revealed as the sources of their immunity to digital violence,
the most important of which is the symbolic social capital of their leadership. That is the founders
and board are all established academics with a strong influence in the field. Furthermore, their
audience/beneficiaries are mostly intellectuals and students, in that they have a niche target. All
this, in addition to the fact that most of their work is research and the production of knowledge,
and their audience are predominantly researchers, students and development and rights
professionals. In general, contentious topics are debated in specialized circles and not on social

media platforms.

Women of Egypt

“We have been empowering Egyptian women and reshaping their future opportunities, one post at

a time.”

Founded in 2016, Women of Egypt (WoEgypt) emerged with the mission to illuminate the often-
overlooked success stories of Egyptian women. This initiative was established to combat the
pervasive lack of representation in the media and to create relatable role models for women across
Egypt. A key aspect of their work is to challenge stereotypes about Egyptian women, particularly
those perpetuated in Western narratives, by producing content in both Arabic and English. Beyond
profiling successful women, WoEgypt also raises awareness on critical issues such as violence

against women, digital safety, women rights, and the importance of supporting female pioneers.

Despite refraining from sensationalist "clickbait" tactics, WoEgypt achieves an impressive organic
reach of 3-5 million interactions per month, both in Egypt and globally. Their impactful stories have
garnered attention from prestigious platforms, including the UN and the BBC, as well as various

national media outlets, as noted by Alexandra Kinias, the founder of the organization.

However, this high visibility—a significant vulnerability factor—has attracted various forms of
backlash. WoEgypt has faced severe accusations, including claims of promoting atheism and being
sympathizers of the Muslim Brotherhood. During their campaign against FGM, they were
derogatorily labeled as “Al Jazeera rats,” insinuating that they were merely feeding off the media’s
attention. Their US-based status has also led to a barrage of hate speech, with detractors branding
them as racists, colonizers, Satanists (devil worshipers), and even Freemasons. This hostility
extends to their personal accounts, where they are subjected to violent and harassing messages

that often sexualize them and the women they feature.
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Furthermore, the organization has encountered online trolling from misogynistic groups such as
‘Zukurrist,” who invade the comment sections of WoEgypt’'s posts on Facebook with abusive
remarks. Kinias refers to such groups as "Digital Armies," whose coordinated attacks aim to

undermine the organization's message.

In stark contrast to other organizations facing similar challenges, WoEgypt has implemented robust
cybersecurity measures and possesses the organizational capacity to safeguard its accounts. It has
established a strong cybersecurity system, employing specialists to mitigate hacking attempts, and
its trained staff actively monitor and block abusive comments. As a result, WoEgypt has successfully
cultivated a safe space for women on their social media platforms, verifying public accounts and

locking private ones for enhanced security.

Yet, as Kinias aptly states, “if you're in the kitchen, be ready to face the heat. Advocacy isn’t for the
faint-hearted, and if you’ve chosen this path, you must be prepared to encounter digital violence.”

Superwomen

Superwomen is a transformative social media initiative that began in 2016 in Zagazik, Sharkia,
initially as an awareness campaign addressing various social issues through storytelling. However,
around 2018-2019, it evolved into a powerful platform focused on feminist advocacy, taking a bold
stance against patriarchal oppression as they realized that storytelling was not enough to resolve

women issues in their community.

This initiative courageously tackles a range of critical issues that challenge patriarchal norms,
including sexual harassment, marital rape, female genital mutilation (FGM), and various forms of
violence against women. In addition to raising awareness, Superwomen conducts psychological
and sexual health campaigns and offers emotional and social support to victims of violence. The
organization empowers women by providing market skills courses and training, thereby equipping
them with the tools needed to thrive. Furthermore, it operates a digital clinic and organizes

monthly physical meetings to foster community engagement and support.

Their content is usually highly controversial and sensitive, touching on issues such as physical and
sexual abuse, childbirth, breastfeeding, and religious discourse. This forthrightness has incited
significant backlash, leading to a barrage of hate speech and various forms of violence directed at
the organization. Superwomen has faced vigorous attacks from anti-feminist groups and
individuals, including the notorious "Zukorist" group. A frequent source of hostility arises when
they challenge the ideology of Abdallah Rushdy, the former spokesperson for El-Azhar EI-Sharif*3,
who is known for promoting hate speech against women and attacking minorities. An example of

his violent misogyny is when he legitimized marital rape because, according to him, “women should

43 Al-Azhar is the major Islamic scientific body in Egypt that preserves and studies Islamic heritage.
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do whatever pleases their husband since they approved of his dowry and got married to him.”44

With his influential power on people because he is a man of religion, he legitimizes and encourages
incitements against women. According to Aya Mounir, one of the founders of Superwomen, “he
has an obsessive fan base of two million followers online and many followers of his ideology in real
life.” She adds, “he is loved because he is seen as a victorious figure over [the evils of] feminism,
and he is well-liked because of his audacity in the subjects he brings up.” Rushdy’s followers do
what Aya Mounir called “Jihad of Hahahas” *referring to reacting with laughing emojis to

Superwomen posts to ridicule them and their ideology.

The violence was not confined to their Facebook page but extended to a more serious form of
violence where the preparators single out women and attack them personally on social media,
defaming them and threatening them. A major cyber-attack on Superwomen was orchestrated by
“El-Seif EI-Maslul”#® a misogynist Telegram group that tracks personal information and uses it to
discipline women. One of the major attacks Superwomen faced was when members of this group
tracked down the personal information of a female follower of the organization's Facebook page,
who shared a Superwomen’s Facebook post about safe abortion. The group contacted her family
after identifying the girl’s personal information from her Facebook page, endangering her safety

both online and offline. According to Mounir, “the real
R O o

danger is not on Facebook groups, but on the Telegram

groups because they execute their punishment against
feminist groups by sharing their personal information,
defaming them, ruining their reputation, and contacting
their family.” She continues, “all of these violent actions
have silenced many women, leading many women to
make their feminist activism discreet in fear of their

online and physical safety.”

Since the organization aims to provide a safe digital and

physical community for women, in response to these

challenges, Superwomen conducts cybersecurity

A sample of Superwomen Facebook posts

training for its team members and beneficiaries. They mimicking the “Jihad of Hahahas”—the post
. ) uses the title of an old movie (“Am | crazy?!”)
have also established a network of supportive and the caption reads, “forgive her, her

organizations, such as Social Media Exchange (SMEX).*’ hormones are troubling her.”

44 See https://abdullahrushdy.com/rap

4> Some electronic groups have invented what is termed among the Facebook community as the “ha ha jihad”, where they
organize themselves and release millions of agreed-upon sarcastic emojis that express their opposing opinions making it
difficult for Twitter and Facebook algorithms to understand, and thus insult and slander comes in the ugliest form.

46 Also known as Al Sarim al maslul

47 A non-governmental organization based in Lebanon that promotes digital safety in North Africa and the Middle East that
cooperates and networks with other non-profit organizations to help them maintain their digital safety, and track down
violations online and report them.


https://www.elwatannews.com/news/details/6411228
https://smex.org/
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and Salamat,*® to bolster their defences against hacking attempts and the misuse of personal
information and images of volunteers or members. These partnerships are vital in ensuring the

safety of the organization and everyone associated with it.

To navigate the hostile environment, Superwomen has modified its content to mitigate
provocation from opposing groups. They have cleverly turned around one of their perpetrators'
tactics—the “Jihad of Hahahas”—against them by presenting their ideas through humorous
memes. Additionally, they have implemented strict safety measures for their events, sharing
details only with participants and agreeing on confidentiality until after the event concludes.

Mounir emphasizes the importance of community, particularly local communities, in combating
digital violence. She advocates for education and awareness-raising initiatives targeting vulnerable
groups, such as teenage girls in rural Egypt and elderly women who are often victims of online
fraud. One of her key recommendations involves leveraging local culture to strengthen community
collaborations. For example, conducting unofficial reconciliation sessions between perpetrators
and victims, led by community leaders can help mitigate digital violence against women. Mounir
recounts a case in Upper Egypt* where a girl was photographed without her consent and
subsequently blackmailed by the perpetrator. Through community-led reconciliation, the man
deleted the compromising photos and compensated the survivor's family, illustrating the power of

local intervention in addressing gender-based violence.

The three case studies above show the complex interplay between digital violence, organizational
identity, and the varying degrees of vulnerability experienced by women’s initiatives in their efforts
to promote empowerment and challenge patriarchal norms. Each organization’s unique context
shapes its experience with digital threats, revealing important insights into the broader landscape
of gender activism in the digital age that affirms the effectiveness of the Feminist Organizations’
Cyber Risk Barometer (FOCRB).

48 Salam@ is a platform designed to promote digital resilience across the Middle East and North Africa (MENA), especially
among women, young people, and civil society organizations that serve them.

49 Upper Egypt is the southern part of Egypt, also known as Alseid [4=s2)l] and is known to be much more conservative
than the Delta and Cairo. In this area even if a photograph of a woman is not in a compromising state, it is still considered a
problem if it is in a stranger’s possession.
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This study aims to contribute to the understanding of digital violence faced by organizations
advocating for women's rights in Egypt, particularly those that are visible and actively challenging
social norms. By developing a predictive barometer—The SecDev Foundation’s Feminist
Organizations’ Cyber Risk Barometer (FOCRB)"—based on vulnerability and impact indicators, this
research offers a practical and valuable tool for organizations to assess their risk exposure and better
protect themselves against digital attacks, particularly in challenging socio-political environments.
This model is based on feminism studies, cyber risk assessment systems and best practices in
organizational vulnerability analysis. Using a mixed method approach of surveys, interviews and case

studies, the theoretical framework was validated with data from the NGOs realities.

This model will not only identify organizations at the highest risk but also provide insights for
designing proactive interventions to protect them from external threats, particularly digital
violence. The findings from this research will provide a foundation for future studies and practical

applications for civil society organizations working in sensitive or hostile environments.

The findings of this study underscore the significant digital threats faced by women's rights
organizations in Egypt. The results demonstrate that both vulnerability and risk-related impact play
critical roles in determining an organization's risk profile. Organizations that are highly visible and
impactful are at the greatest risk, necessitating stronger digital security measures, capacity-
building initiatives, and external support. They also showcase the intersectionality of the
organization's mandates and the impact the leadership profiles have on the organization's

susceptibility to digital violence.

Recommendations

Building on this study’s analysis of the digital threats encountered by feminist civil society
organizations (CSOs) in Egypt, the following recommendations offer practical strategies to mitigate
digital violence and strengthen organizational resilience. These actions are designed to address
both immediate requirements—such as enhancing cybersecurity protocols and reinforcing
community involvement—as well as long-term strategies to safeguard leadership and cultivate
networks of support. Additionally, recommendations are included for future research to broaden
our understanding of digital risks across varied organizational contexts. These findings are intended
to support not only feminist organizations in Egypt but also to provide valuable insights for CSOs
globally that encounter similar digital challenges, contributing to a more secure digital

environment for groups championing social change.

Below are recommendations aiming to increase feminist organizations' digital resilience to

technology-facilitated violence:
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1. Investment in Cybersecurity and Regular Digital Safety Training: Women’s organizations
should prioritize cybersecurity as a critical aspect of their operational strategy by investing in
robust tools, such as advanced firewall protections, secure communication platforms, and threat
detection software. Regular digital safety training sessions tailored to the specific challenges
faced by feminist CSOs are essential. Such training should cover basic cybersecurity hygiene (like
secure password management and phishing detection) as well as advanced topics (like incident
response planning and safe data storage). Advocacy efforts should target donors and tech
companies, encouraging them to fund these initiatives and offer in-kind support, including free
or discounted cybersecurity tools, technical consultations, and workshops. By empowering these
organizations with the necessary resources and knowledge, they can better protect themselves
and their stakeholders from digital threats, aligning with best practices seen in fields like human
rights and media work, where similar digital risks are prominent.

2. Peer-to-Peer Support Network for Knowledge Exchange and Joint Resilience Efforts:
A peer-to-peer support network among NGOs can provide a collaborative defence against digital
threats, particularly through shared technical resources, collective knowledge exchange, and a
unified response policy for handling future attacks. This network could be structured as an
alliance of organizations that meet regularly to share lessons learned, cybersecurity insights, and
risk mitigation techniques. By pooling technical resources—like secure cloud storage solutions
for cybersecurity consultants—they can reduce costs and increase access to expertise. A joint
response policy could include coordinated actions such as a public statement, a reporting
protocol, and shared contacts with legal or cybersecurity professionals. This approach can create
a united front, strengthening individual and collective resilience against digital threats and
fostering solidarity among organizations in the sector.

3. Social Media Strategies to Combat Disinformation and Shape Public Perception:
Social media has become a critical space where disinformation campaigns can undermine the
credibility of feminist organizations. Therefore, developing targeted social media strategies to
counter misinformation is essential. Organizations should consider appointing a dedicated team
or collaborating with digital media experts to create clear messaging, content calendars, and
guidelines for responding to disinformation. Proactive messaging can include regular updates on
the organization’s work, positive stories of impact, and transparency around goals and values.
Additionally, monitoring tools can help track emerging disinformation trends, allowing
organizations to respond quickly and effectively. This strategy not only combats disinformation
but also helps to improve public perception and strengthen community support.

4. Broader Media Engagement to Build a Positive Community Image: Expanding beyond social
media, feminist CSOs should develop comprehensive media engagement strategies aimed at
strengthening their reputation and image in the broader community. This could include regular
press releases, partnerships with sympathetic journalists, and community events showcasing the
organization’s impact. By engaging with local media, organizations can amplify their message,
reaching a broader audience and helping to shift public perceptions positively. Additionally, by
being more visible and accessible, organizations can demystify their work, increasing
transparency and trust within the community. Training in media relations for staff members can
further enhance their ability to communicate effectively with the press and public.

5. Invest in public awareness campaigns both online and on the ground: There is still limited
awareness about digital threats and attacks especially amongst the most vulnerable. Educating
community leaders, parents and young women can fortify a counter discourse and minimize the
harmful impact of digital violence.

6. Continue pushing for and advocating the unified VAW law: Women organizations have drafted
a law to combat all forms of violence against women including digital violence which if passed
would provide some security against digital violence.
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Scope of Future Research

Future research could extend this framework to other regions and include additional indicators,
such as state-level harassment or international influence, to provide a more comprehensive
understanding of digital risks for civil society. Furthermore, while the CRB is valuable for assessing
risk, follow-up studies could further elaborate on practical steps organizations can take to mitigate
these risks beyond cybersecurity, such as digital literacy training for staff or securing international

partnerships for legal protections.

Additionally, future research could include a comparative analysis with similar organizations in
other countries, especially in the MENA region, and even in the global south. This would provide
useful context and strengthen the global relevance of this study. Below are a number of specific

recommendations for future research:

1. Expanding digital violence sources including state related, political parties and that from foreign
entities and examining the role of intersectionality in digital risk. Future research should examine
how intersectional objectives (e.g., combining gender advocacy with political activism) influence
digital risks for CSOs. A study that includes intersectional goals as a factor may yield insights into
specific vulnerabilities and attack patterns.

2. Future research could compare CSOs operating digitally versus those with on-ground activities,
exploring how each mode of operation shapes their digital risk profile. This would provide a
more nuanced understanding of risk depending on the organization’s visibility and activity type.

3. Expanding the FOCRB to other countries in the MENA region would help analyze whether similar
digital risks are present, especially in nations with similar socio-political climates. This broader
application could also identify unique risk factors and protective measures relevant to each
country’s context. This could be used to develop the FOCRB digital application and make it
accessible to all.

4. Conduct a follow-up study to assess the impact of peer-support networks among feminist
organizations. Evaluating how these networks can be created and how they will help reduce
vulnerability could provide critical insights into the best collaborative practices for enhancing
organizational resilience.
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